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Abstract: - Biometric information security is an important issue in the BSN (Body Sensor Network). In
particular, physiological sensor may be related to the patient's life. In recent, a case of insulin pump hacking
was reported. To prevent these security risks, a secure communication protocol between BSNs is needed.
Therefore a key generation method using a bio-signal is required.

In this paper, entropy test is performed to generate a key using bio-signals. In addition, an entropy test is
performed for green, red and infrared LED light source to analyze an LED suitable for generating a key.
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1 Introduction

Between BSN issues security in research on bio-
signal. BSNs have many potential threats. In
particular replay, inject message, spoofing attack is
fatal to the patient. In particular Barnaby Jack
warned that the risk of BSN hacking through the
hacking of the insulin pump where 2012 RSA
Conference. To prevent these risks, there is a
protocol that secures communicates between BSNs.
Symmetric key generates bio-signal from PPG
sensor, generated key will be able to use secure
communication between BSNs. Seed to generate
bio-signal based symmetric key can be used PPI (PP
interval) from PPG (photo-plethysmography)
sensor. To create a symmetric key, the entropy of
PPI should have sufficient randomness.

This paper presents entropy test by LED light
source using acquired bio-signal from PPG. The test
procedure is as follows

1) The collecting PPG signal from Green and
Infrared LED
Remove non-randomness bit
AIS .31 based entropy test.

2)
3)

The rest of this paper is organized as follows. We

research related work in section 2. Section 3 present
collection and processing of PPG data. In section 4,
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entropy test and result analysis. We conclude the
paper in Section 5

2 Relate Work

If collected big-signal is no randomness,
there is a problem that can infer symmetric key.
In G. H. Zhang. PPG and ECG data proved that
is randomness by entropy calculation [1].

Node of BSNs have constraints such as low
power, limited memory, low computation capability
and low communication rate. K S Gupta et al.
suggested biometric key generation and exchange
scheme these environments. This scheme used
hamming distance to perform synchronization
between bio-signals [2]. Also, these were proposed
physiological values-based security. This scheme
summary as follows [3]:

1) PV(Physiological Value) synchronization and
measurement and between nodes
Send hide the random key by PVeng
Random key extraction via
Correction Function) and PV eceive
Data certification

2)
3) ECF(Error
4)

Also fuzzy vault system proposed for
agreement between two nodes in BANSs [4].

key-

3 PPG Data Collection and Processing
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This section present collection and processing of
PPG data

10000
9000
8000
7000
6000
5000
4000
3000
2000
1000

0

16 15 14 13 12 11 10

9

International Journal of Signal Processing
http://iaras.org/iaras/journals/ijsp

Before the entropy test, we analysis bit
distribution of PPl using about 150,000 bits by
green LED
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Figure 1: Bit distribution of PPI

The data collected from the PPG sensor are
shown in the tablel below.

Table 1: Data Collection

Values means

LED1 PPI(green) LED of green PPI value

LED2 PPI (red) LED of red PPI value

LED of
value

LED3 PPI (infrared) infrared  PPI

Green LED PPl of 1%

LED1 1 Derivatives o
Derivatives value

Red LED PPI of 1%

LED2 1% Derivatives L
Derivatives value

Infrared LED PPl of 1%

LED3 1% Derivatives A=
Derivatives value

Green LED PPl of 2™

LED1 2™ Derivatives o
Derivatives value

Red LED PPI of 2™

LED2 2™ Derivatives -
Derivatives value

Infrared LED PPI of 2™

LED3 2™ Derivatives s
Derivatives value

PPI is first and second differentiated for the
extract peak interval. The collected data are
converted to 16bit binary data. If 17bit is exceeded,
remove the left bit and set it test.
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Figurel shown distribution of 0 and 1 for each
digit. 16~13 digits were unevenly distributed..
Therefore, we used 12bits data for entropy test.

4 Entropy Test

We used AIS .31 test for entropy test. AIS .31 is
a random generator an evaluation method made by
BSI  (Bundesamt  fir  Sicherheit in  der
Informationstechnik, Feder Office Information
Security). Total 8 tests are provided, and tests are
summarized in the table below [5][6].

Table 2 Statistical tests of AlS.31

Class | Test Mean
TO
(disjoi | Subsequent members are
ntness | Pairwise different.
test)
(rr-1rolno Tests based on the
bit assumption that the 0
test) and 1 are equal
P1, T2 . :
P2 (oker Suitable test for 4bits
block
test)
(rTJ?\s Test for the number of
run which has I-length.
test)
T4
(long | Check up the occurrence
run | run of length > 34.
test)

Volume 1, 2016



Juyoung Kim, Sang Uk Shin

T5
(autoc | Whether the range of
orrelat | Range verification of
ion | autocorrelation values
test)

T6

(unifo

rm Uniform distribution test
distrib | using ratio of 0’s and 1’s
ution

test)

P2 T
(comp | Goodness of fit test for
arativ | blocks by comparison.
e test)
8 Estimate entropy as
(entro . .
minimum distance of
Py blocks.
test)

P1 class needs at least 20,000 bits to perform.
But TO test needs 720,000 bits. In this paper P1
class was performed without TO, 12bit and
11bit data from PPG sensor was used to test.

5 Analysis
T1 to T5 tests were performed using 18 PPG
data. The test results are shown in the table below.

Table 3: Data Collection (P:Pass F: Fail)

TEST
T1| T2 | T3

_|
N
_|
ol

DATA

LEDL _PPI_12bit

LEDL_PPI_11bit

LED2_PPI_12bit

LED2_PPI_11bit

LED3_PPI_11bit

LED3_PPI_12bit

LED1 1deriv. 12bit

LEDZL_Ideriv. 11bit

LED2_ 1deriv. 12bit

LED2_1deriv. 11bit

LED3 1deriv. 12bit

LED3 1deriv. 11bit

LED1 2deriv. 12bit

LED1 2deriv._11bit

LED2_ 2deriv. 12bit

aeiinviinviinviinviinciinviinviinviinviinviinciinviinvlinviine;
Belinciinviinviineiipciinviinviinciinviineiinciinviinvlinviine;
Belinciinviinviineiipciinviinviinciinviineiinciinviinvlinviine;
Belinciinviinviineiipciinviineiinciinviinelinviinviinvlinviine;
Beliilmelinpiimeiinciinviineiinciinpiinciinciinviinelinviine;

LED2_ 2deriv._11bit
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LED3 2deriv. 12bit| P | P | P | P | P

LED3_2deriv._ 11bit| P | P | P | P | P

Green LED PPI data is passed test. But first and
second derivatives data are not passed T5 test. 12bit
second derivatives data of red LED is not passed T5
test. On the other hand, infrared LED all data is
passed T1 to T5 test. T5 test is an autocorrelation
test with a significance level of 107°. In this case,
accept region range is 2326< T <2674 based on
20,000 bits.

6 Conclusion

This paper, we collect the PPI data for each LED
light source, the data were processed for
randomness. Also, we analysis entropy test of PPG
data. As a result, infrared LED of data most passed
the entropy test

In the future, more data needs to be collected for
P2 class test and synchronization between sensors is
needed.
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