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Abstract: A biometric sensor device is the potential product of the forthcoming biotechnology for real-time track-
ing of physiological signals to support various healthcare and medical services such as homecare medical service,
prevention, diagnosis, and follow-up services. A key agreement scheme between biometric sensor devices is a
fundamental requirement to support the security of the healthcare and medical services. Existing key agreement
schemes employ high computational cryptography mechanisms or share a pre-deployed key among biometric
sensor devices. Due to stringent constraints of hardware capability, it is inadequate to use public cryptography
mechanisms for biometric sensor devices. Moreover, it is also inappropriate to install a fixed secret key in im-
planted devices because, if the key is revealed, a person will have inevitable transplantation surgery for the secret
redistribution. In this paper, we propose new lightweight key agreement scheme which requires only symmetric
cryptosystem without a pre-deployed secret information for biometric sensor devices.
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1 Introduction unpredicted accidents or a compromise attack by an
adversary. As each biometric device implanted inside
the body has pre-deployed key as a secret and the key
is revealed, the device user should undergo a operation
to renew the pre-deployed key.

The convergence of healthcare and IT technology has
assisted the advances of modern medical services such
as medical devices implanted in the human body,
and remote health monitoring and transmission us-
ing healthcare devices. Such biometric sensor de-
vices have made it possible to periodically and auto-
matically manage physical conditions of patients to
be concerned. The biometric sensor device carries
vital physiological information, thus privacy and se-
curity become important challenges in this area for
the smooth functioning of medical and healthcare ser-
vices.

Many kinds of security mechanisms have been
applied to the medical and healthcare services. The
use of biometrics among the security mechanisms
makes it easier and more convenient to serve the high-

In order to avoid danger due to the expose
of the immutable biometrics, many researchers
have studied various key agreement schemes using
ever-changing biometrics such as photoplethysmo-
gram (PPG), electrocardiogram (ECG), and electroen-
cephalogram (EEG). In the existing key agreement
schemes, even though an adversary acquires biomet-
rics at a specific time, he/she cannot acquire any sen-
sitive information except for the specific time. How-
ever, the existing schemes have some issues requiring
high computational cost [4, 5, 6, 7] or storing secret
information in biometric devices [8, 9, 10].

quality security to the healthcare environments. How- In this paper, we introduce new lightweight bio-
ever, in case of immutable biometrics (e.g., finger- metric key agreement scheme on the basis of symmet-
prints, irises, and faces), once the biometrics are com- ric cryptosystem without the pre-deployment of se-
promised, they cannot be replaced or changed. There cret information. For seed synchronization of session
were two recent reports where hackers stole 5.6 mil- keys, the existing schemes [4, 5, 6, 7] need a lot of
lion of irrevocable fingerprints of United States fed- computational operations, while the proposed scheme
eral employees [1], and implantable medical devices demands fairly low computational operations by uti-
are significantly vulnerable to hacking [2, 3]. In ad- lizing intersection elements between the outputs of
dition, we can imagine that the secret key embedded bloom filters [11]. Additionally, we demonstrate that
in implantable medical devices could be revealed by the false-positive probability of the proposed scheme
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is extremely tiny.

The remainder of this paper is organized as
follows. Section 2 introduces our system model and a
bloom filter. In Section 3, we explain our lightweight
biometric key agreement scheme together with the
false-positive probability. Finally, we conclude this
paper in Section 4.

Contributions. Our Contributions are as follows:

o None of pre-deployed secret information forestalls
the undesirable problems caused by the disclosure
of secret information.

o Low computation cost based on symmetric cryp-
tosystem used in the proposed scheme can compara-
tively extend the battery life of the biometric sensor
devices, specifically, implanted medical devices.

2 Our Preliminaries
2.1 System Model

Base Station

Secure communication
O Collector

(o] Biometric sensor devices

Figure 1: Our System Model

Fig. 1 describes our system model, namely, our con-
cept of BSNs. BSNs consist of three types of devices:
a collector on a body, several biometric sensor devices
on a body or implanted in a body, and a base station. A
collector is connected to a remote base station. Each
biometric sensor conducts various operations such as
measuring biometrics, processing them, and deliver-
ing them to the collector. The collector periodically
aggregates biometrics and then it transmits the aggre-
gated data to the base station, by which it is accumu-
lated for service delivery such as monitoring health
status of patients.

In our system model, the collector and the bio-
metric sensor devices all together can measure inter-
pulse interval (IPI) of photoplethysmograms (PPGs).
The collector is located on the human body and it also
measures IPI, which can be also found in/on the hu-
man body [12]. The implanted biometric sensor de-
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vices measure biometrics more than two kinds of bio-
metrics. The devices measure IPI for establishing a
session key with the collector and measure other bio-
metrics which the collector requires. Here, we em-
ploy a bloom filter technique [11] for a session key
synchronization between a biometric sensor and the
collector device. After encrypting the required bio-
metric information using the session key, the biomet-
ric sensor devices can transmit the encrypted data to
the collector.

Initialization[ 0 [0 [0 [0 [ o] o] o]o[o[o[o]o]

Member
registration

Member
checking

Figure 2: Example of a bloom filter (m = 12, k = 2).

Generally, a bloom filter is employed for member-
ship checking. It represents n members as a group
G = {x1,x9, -+ ,x,} and it consists of m bits, ini-
tially all set to zero. The bloom filter is based on &
independent one-way hash functions hy, - - - , hy hav-
ing range {1,--- ,m}, respectively. For mathemati-
cal convenience, we make assumption that the £ hash
functions map each member in the group to a random
uniform over the range {1,--- ,m}. For each mem-
ber z € @, the bits h;(x) between 1 and m are set
from zero to one for 1 < ¢ < k. A position can be
set to one several times up to k£ times, but only the
first change can be affected. To check whether mem-
ber y belongs to G, we should confirm that all h;(y)
are set to one. If any of h;(y) is zero, then definitely
yis notin G. If all h;(y) are set to one, we infer that
y is a member of G, even though the inference may
be wrong with small probability. Therefore, a bloom
filter may cause a false-positive error, whereby it can
imply that a member z is in G even though it is not.
As shown in Fig. 2 which depicts an example of a
bloom filter, the bloom filter can be composed of three
phases. In the initialization phase, the bloom filter ini-
tializes all bits to zero. During member registration,
each member z; in the group G is hashed & times, re-
sulting in that each hash value yields a bit position;
these bits are set to one. During member checking,
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Key verification
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Figure 3: Proposed biometric key agreement between two biometric sensor devices D1 and Do

in order to look up member y in the group, we carry
out k£ hash computations of the member and then we
check whether the corresponding bits are ones. Since
the bits contains zero at ho(y;), the member y; can-
not be a member of the group. In case of member 5o,
the member is in the group or the filter may generate
a false-positive error. In most applications, however,
a false-positive error is sufficiently small to be accept-
able [11]. To avoid trivialities, we decide m > kn in
our scheme. In Section 3.2, we prove that the false-
positive errors of our scheme are negligibly small.

3 Proposed Scheme

3.1 Biometric Key Agreement

The entire process of the proposed scheme is de-
scribed in Fig. 3. The proposed scheme consists of
the following nine steps:

Biometric measurement. Two biometric sensor de-
vices Dq and D, measure physiological signals while
generating physiological-signal-based features every
a given period. We define n feature values of both
devices as {x1,z9, -+ ,xn} and {2, zb, - 2},
respectively.  Ideally, two biometrics should be
identical only if they were measured at the same
time; however, mostly, the measurement result is
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not complete. This problem would be alleviated
by using existing error correction functions (ECFs)
[13, 14]. We assume that the errors of feature values
are already corrected up to the acceptable number of
bits by using the existing ECFs.

Seed construction. For an identical session key
generation between two devices Dy and Ds, the both
devices should generate the same seed, which will be
used as input of session key generation function. In
this step, device D; constructs its own seed, Seed;,
using bloom filter BF (-) and n number of biometrics
T1,x2, - , T, Which it measured.

Seed transmission. The device D; transmits the seed
Seed; to Dy along with assigned sequence Segq.

Seed check. The device Dy checks whether or not
each biometric of 2, x4, - -+ , 2], is in Seed; through
member checking, as introduced in Section 2.2.

Seed  reconstruction. Here, “matched
xh,ah, -+ ,a,” stands for certain biometrics

which pass the above seed check; n’ < n. In other
words, it means that the matched biometrics are
common biometrics between devices D and Ds.
Device Dy produces seed Seedy using the matched
biometrics and another bloom filter BFy(-). If this
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step employs the same bloom filter BF as the seed
construction step, an adversary can derive some
information for a session key via correlation analysis
of two seeds Seed; and Seeds.

Seed synchronization. The device D, sends the
seed Seedy to Dy along with sequence Seq received
from device D;. Through member checking, device
Dy can confirm which biometrics among its own
biometrics are matched to biometrics generated by
device Ds.

Key generation. If the matched biometrics can make
the same seed Seeds, device Dy makes session key K
using a given key derivation method, here, one-way
hash function H with the input of 1 || 2| || @/
Tz is a median value. Otherwise, the key generation
step is failed and then the key agreement process
begins from the first step again. The key derivation
method can be substituted as any valid key derivation
method.

Proof transmission. For key agreement between
two devices, device D; computes proof M ACKk(
matched 1 @ z2 @ - -+ @ x,/) and then it transmits
the proof to device Dy with its sequence. M ACK(+)
is a message authentication code using session key K
for a given message and @ is a XOR operator. The
matched x1 G x2 & - - - & z,» means XOR operations
among all matched biometrics.

Key verification. Using the same key derivation
method employed by device D; in the key generation
step, device Dy can create the same session key
K', ie., K' = K. After that, device Dy calculates
its message authentication code with the inputs
corresponding to the previous step. Then device
Dy checks whether the calculated MAC M ACK/ (
matched 2} @ x5 & --- , 2! ,) is equal to the received
MAC M ACk ( matched z1 ®x2 @ - - - ® x,). Finally,
if equal, two devices D; and Dy generate the same
session key. Otherwise, the key agreement process is
failed and then new key agreement process will begin
using new n biometrics.

3.2 False-positive Errors

We now analyze the false-positive errors of the pro-
posed scheme. We assume that a hash function
chooses each bit position with the same probability.
Let m, k, and n denote the number of bits forming
the bloom filter, the number of hash functions, and the
number of biometrics used as the input of the bloom
filter, respectively. For the member checking of a bio-
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Figure 4: False-positive errors (k = 2).

metric for a given seed, if all of the & bit positions in
the bloom filter are set to one, the bloom filter per-
ceives that the biometric is a member of the seed. As
shown in [15], the probability of this happening when
the biometric does not belong to the seed is followed

by
( 1 kn\ K
- (1 - ) )
m

Fig. 4 illustrates the false-positive probability of the
proposed scheme according to the size (from 256 to
4,096 bits) of the bloom filter size having two hash
functions. If we limit the size of the bloom filter and
the maximum number of biometrics used for a seed
construction as m = 4,096 and n = 100 (m > k X

n), respectively, the false-positive probability will be
negligibly tiny.

)]

4 Conclusion

In this paper, we introduce new biometric-based key
agreement scheme between devices in body sensor
networks. Unlike existing schemes, the proposed
scheme needs neither pre-deployed secret information
embedded in devices nor public cryptography algo-
rithms requiring high computational costs.

In near future, we will study error correction
algorithm for two biometrics measured from the same
body simultaneously. Furthermore, we will develop
the entire process from the biometric measurement to
the biometric key agreement.
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