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1 Introduction 
Complex technical facilities, both object and net-

work, are essential for the life, protection and devel-

opment of human society. They are currently socio-

cyber-physical in nature, as they are made up and 

operated by humans, and are composed of technical 

and cyber elements and  their interconnections. A 

targeted analysis of their accidents and failures [1-

14] has shown that despite the great amount of 

knowledge about technical installations, their 

equipment, structures, interconnections, risks and 

safety, which are contained in the technical stand-

ards for their design and operation, accidents and 

failures of technical installations  still occur. There 

are several reasons for this: the dynamic variability 

of the world; insufficient human knowledge and 

abilities; slow application of knowledge and experi-

ence gained in practice; and unsatisfactory aware-

ness of the risks and their consequences for tech-

nical installations and the public interest. 

As the world changes dynamically, so  there are 

also change the processes that trigger the phenome-

na (commonly called disasters) that cause risks. 

Therefore, the harmful potential of disasters changes 

over time, i.e. the size of the hazard changes and 

with it the sizes of the risks, to which the changes in 

the distribution of public assets in the area of inter-

est or the monitored technical installation that occur 

over time contribute [1,15]. Therefore, the safety of 

technical installations and the safety of their sur-

roundings must be monitored from the concept, 

through the design, construction, operation to de-

commissioning and revitalization of the occupied 

area. 

 

2 Risk 
Risk is a quantity that is a measure of loss, damage 

and harm to protected assets (in the case of public 

assets under review, as well as assets of a technical 

installation). Its size depends on the specific disaster 

that is the source of the risk and on the vulnerability 

of the local monitored assets. In strategic manage-

ment, the following variables are defined: hazard as 

the probable size of a disaster that occurs once in a 

given place once per defined time interval (so-called 

design disaster 15; and risk as the probable size of 

losses, damages and damage to the monitored assets 

in a design disaster divided into a unit of time (most 

often 1 year) and a unit of territory 15. The risk is 

,therefore, locally and temporally specific because it 

depends on the amount and vulnerability of assets in 

a given territory and at a given time. 

Due to the dynamic development of the world, 

the aging and wear and tear of parts of technical 

installations and limited human knowledge, re-

sources and possibilities, the management of the 

technical installations and the public administration 

must prepare for the future implementation of risks. 

This means having the tools to reduce the realisation 

of known sources of risk and to limit the emergence 

of new risks. The paper follows risk management in 

favour of safety. With regard to current knowledge, 

the article does not call into question existing stand-

ards, since they contain earlier knowledge. Without 
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their application, past errors would be repeated. The 

aim of the article is to show how to connect the 

knowledge included in the valid standards with the 

results of risk management, which is now recom-

mended by a number of standards. E.g. ISO 31010, 

ISO 31010, ISO 9000, etc. 

 

3  Technical Standards 
A technical standard is an established norm or re-

quirement for a repeatable technical task which is 

applied to a common and repeated use of rules, con-

ditions, guidelines or characteristics for products or 

related processes and production methods, and re-

lated management systems practices. A technical 

standard includes definition of terms; classification 

of components; delineation of procedures; specifica-

tion of dimensions, materials, performance, designs, 

or operations; measurement of quality and quantity 

in describing materials, processes, products, sys-

tems, services, or practices; test methods and sam-

pling procedures; or descriptions of fit and meas-

urements of size or strength 16-18. 

It is usually a formal document that establishes 

uniform engineering or technical criteria, methods, 

processes, and practices. In contrast, a custom, con-

vention, company product, corporate standard, and 

so forth that becomes generally accepted and domi-

nant is often called a de facto standard. The 

term formal standard refers specifically to a specifi-

cation that has been approved by a standard´s setting 

organization. The term de jure standard refers to a 

standard mandated by legal requirements or refers 

generally to any formal standard.  

When an organization develops standards that 

may be used openly, it is common to have formal 

rules published regarding the process. This may 

include: who is allowed to vote and provide input on 

new or revised standards; what is the formal step-

by-step process; how are bias and commercial inter-

ests handled; how negative votes or ballots are han-

dled; and what type of consensus is required. The 

Expert Group of such organization assesses the pro-

posal from the perspective of: uniformity and mutu-

al compliance of standards with legal regulations; 

the use of the achieved degree of development of 

science and technology;  the application of the pro-

tection of a legitimate interest; fulfilling the obliga-

tions arising from international treaties and exploit-

ing the results of international cooperation; and dis-

cussion of the draft standard, its amendment or re-

peal.  

Following the recommendation of the approval 

group, the standard shall be drawn up in the form of 

a proposal to be put to the vote. In case of ac-

ceptance, the norm shall be approved and printed. 

Draft European standards are approved by a 

weighted vote expressing the economic importance 

of CEN and CENELEC member countries.  For 

example, the Czech Republic has 12 votes in this 

system, as do Belgium, Hungary, Portugal and 

Greece. Once approved, member countries are 

obliged to introduce the standards into their national 

standards within 6 months. In ISO and IEC, 75% of 

the positive opinions of voting members are re-

quired for approval [16,18]. 

What is important, it is the fact above that stand-

ards are a "consensus-based document". Since the 

environment is dynamically evolving, draft standard 

provisions include the results of a certain interval, 

which we refer to as the "median ± “, where σ is 

the standard deviation that is determined by proba-

bility theory. In this case, however, we must be 

aware of the fact that in no case does the selected 

solution cover all possible variants of the monitored 

issue. For normal distribution, the interval (-σ, +σ) 

covers 68.5% of cases; the interval (-2σ,+2σ) covers 

95.4% of cases; the interval (-3σ,+3σ) covers 99.8% 

of cases [19]. This means that standards cover 

68.5% of cases. This means in practice that the ob-

jective of the standards is limited by the so-called 

'red tape' - limits and conditions; i.e. the solution 

applies only to certain conditions (and when they 

are exceeded, the target is not met, which leads to 

the failure or failure of the element, object or pro-

cess) [1,19].  

 

4  Risk and Safety 
The aim of people is that technical installations 

would be safe, i.e. they perform the functions for 

which they were created in a quality and reliable 

way, while not endangering themselves and their 

surroundings, i.e. people and the environment, 

which is essential for the life and development of 

human society. Therefore, in accordance with cur-

rent knowledge and experience, humans must first 

identify the sources of risk (i.e. disasters – harmful 

phenomena of all kinds), appreciate their harmful 

potential (i.e. identify the hazards posed by phe-

nomena and the distribution of their impacts) in 

individual locations, and determine the magnitude 

of possible losses and damages depending on the 

distribution of public assets (i.e. determine the risk). 

Depending on the specific possibilities of a given 

human society, then divide the risks into acceptable, 

conditionally acceptable and unacceptable [15].  

In the case of risks which are: unacceptable is the 

need to ensure the application of effective preven-

tive measures against their sources; conditionally 

acceptable, i.e. ALARA, mitigation, reactive and 

restorative measures should be prepared for the 
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monitored assets; and, for acceptable ones, to moni-

tor whether there is an increase in the harmful po-

tential of their causes over time. In this way, we 

carry out what we call "risk management".  

Safety is understood as a property at the level of 

the system, which is formed by human by their 

measures and actions  [1,15. The quantities, risk 

and safety are not complementary quantities, since 

the safety of the environment and of each technical 

installation can be increased through organizational 

measures, e.g. by introducing the warning systems 

and backup solutions, without reducing the size of 

the risk; an additional concept to safety is criticality  

[1,15. 

The safety of a technical installations  and its 

surroundings can only be ensured by high-quality 

anthropogenic management 1,15,20. At operation, 

on the basis of economy, it is necessary, above all, 

to reduce risks at the most critical points in the con-

text of prevention, as well as to prepare a response 

and recovery to risks that are not dealt with either 

due to omissions or ignorance in the design and 

construction process, or preventive measures are 

very costly. This is a very costly activity and there-

fore requires mutual communication between own-

ers and operators of technical installations, public 

administrations, the public and the media [20]. 

 

5  Safety-Oriented Risk management 

of  

   Technical Installations 
Management is the type of activity that triggers and 

ensures the functioning the monitored systems. It is 

a conscious way of applying the theoretical and 

practical knowledge of a person (manager) focused 

on identifying and recognizing the problems and 

goals in the monitored system, ways of coping with 

problems, setting procedures to achieve  required 

goals and on the implementation of procedures as-

sociated with control mechanisms aimed at achiev-

ing the required goals optimally. Its first task is to 

correctly diagnose or specify each problem, make a 

rational decision, accept the decision and implement 

it in the given specific conditions. Management has 

a predisposition to be successful when it is based on 

knowledge and experience and when the individual 

decisions that make up management, or better the 

management process, are qualified. Acquiring the 

relevant knowledge and experience means constant-

ly collecting, evaluating and verifying the data and 

conducting the qualified assessments.  

Total Quality Management (TQM) [21] is the 

type of management that helped European industry 

to recover from the slump caused by the World War 

II. To be successful, it was introduced into the pub-

lic sector in the EU by the Treaty of Maastricht in 

1989. It is the basis of ISO standards of class 9000, 

14000 and others. TQM's approach is that all em-

ployees, from ordinary employees to top managers, 

must be involved in the quality improvement pro-

cess. The quality improvement process is based on 

an impulse according to the needs of the customer / 

citizen. TQM is based on the recognition that the 

lasting quality of products and services cannot be 

ensured by orders, control, sub-programs, organiza-

tional or economic measures, but by targeted search, 

measurement and evaluation of the reasons why 

productivity and quality do not increase. It is a way 

in which attention is focused on the processes taking 

place in the institution. When implementing TQM, 

the specifics of the institution are considered, since 

for reasons of efficiency it must correspond to the 

structure of the institution. TQM is used in the man-

agement of enterprises (technical works), municipal-

ities and regions. 

The outputs from the risk management process 

towards safety in the application according to TQM 

are as follows:  

1. Risk assessment document - all information 

about the relevant risks is recorded here.  

2. Top risks list – it contains a list of selected risks, 

the solution of which has the highest demands 

on resources and time (for technical 

installations, these are risks that need to be 

constantly monitored and, according to the 

results of monitoring, apply measures and 

activities leading to security  20).  

3. Retired risk list – it serves as a historical 

reference for future decision-making during 

changes and modernizations (e.g. to avoid 

removing barriers that have been inserted into 

the system for prevention or mitigation  22).  
According to the data summarized in the work 

[1], different types of management are used for 

technical  installations. Currently, the following 

ones are used: reliability management; security 

management; safety management; continuity man-

agement; resiliency management; and asset man-

agement. Each of these types has certain specifics. 

The first type of management is the oldest and is 

regulated by technical norms and standards. In addi-

tion to reliability management, the second type of 

management focuses on the protection of technical 

installations from internal and external harmful phe-

nomena (disasters), including the behaviour of the 

humans who create and operate them [15]. Security 

in connection with a certain object generally means 

a set of measures and activities to ensure that the 

monitored object does not suffer losses, damage and 
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harms in the presence of internal and external harm-

ful phenomena. Physical and cyber protection of the 

object [1,20] is used for its implementation, not only 

against attacks from the outside, but also from the 

inside.  

The rules for the security of technical installa-

tions are elaborated in the work [23], in which there 

are also definitions as opposed to the safety of tech-

nical installations [24]; the distinction between secu-

rity and safety is also in IAEA documents [25]. Alt-

hough logically a safe object is also a secured object 

[20], there is still conjecture as to what is more im-

portant. The consensus is that a secure technical 

installation, as well as a safe technical installation, 

flawlessly performs the set tasks for a set period of 

time under certain conditions, while being protected 

against all internal and external disasters, including 

the human factor. The difference is that the secured 

technical installation does not have built-in protec-

tion of the surroundings.  

In order to ensure the safety of technical facili-

ties, we solve the problem of system safety od sys-

tems of systems [1,20], because a set of intercon-

nected safe open systems is not necessarily a safe 

system, since the safety of the system of systems 

also depends on the nature of the interconnections 

among the systems. The consequence of interde-

pendencies is that a defect in one part of a technical 

installation causes the failure of other parts of the 

technical installation and a cascade of other impacts. 

This means that if we want to ensure the safety of 

the system of systems, in addition to the safety of 

the partial parts of the technical installation, we also 

have to pay special attention to the set of systems as 

a whole. We need to find out: 

- types of system of systems failures,  

- operating conditions of the system of systems,  

- internal links and their manifestations,  

- characteristics of critical conditions of system 

systems. 
Continuity management is aimed at the safety of 

the technical installations and its surroundings under 

all possible conditions [1]. Resilience management 

is a precursor to safety management and continuity 

management; it tries to increase the toughness of the 

system and its surroundings in order to gain time to 

form an effective response of the object in the event 

of a harmful phenomenon occurrence [1]. Asset 

management prioritises risk management in favour 

of production over the security of the humans and 

surroundings of the technical installation [1], i.e. it 

does not favour the public interest.  

Components of all mentioned types of manage-

ment are specific types, which are emergency man-

agement and crisis management. A comparison of 

types shows that:  

- all types use the same methods and tools for 

dealing with risks which, due to the different 

objectives of the procedures in question, do not 

usually give the same results 20, 

- all types have the same objective, which is risk 

management and asset protection (but there is a 

difference in which risks and which assets 

consider),  

- starting with the second type, they are the 

superstructure of reliability management, which 

for many years was the royal discipline in the 

management of technical works 20.  

Despite the different names of the types of man-

agement, their methodology is the same, namely to 

obtain: awareness of risk; understanding the risk and 

its relationship to assets and their security; and ap-

ply relevant knowledge of what to do to achieve the 

goal. For the strategic development of human socie-

ty and technical installations, the risk management 

in favour of safety, which is aimed at the whole (i.e. 

safety management), is essential. 

In order to manage the risks of the technical in-

stallation in favour of safety, five key activities need 

to be carried out well [15], namely:  

1. Definition of the objective and focus of safety 

management: to identify the context; to identify 

priority objectives; and to identify areas and 

critical tasks. Selections are based on an evalua-

tion of assets and targets. This will determine 

which risk is a priority in a given case.  

2. Description: it aims at an objective understand-

ing the probability of occurrence and size of im-

pacts (in qualitative or better quantitative terms) 

of possible disasters and failures of the technical 

installation. It is a highly professional activity 

requiring the deep knowledge and quality data.  

3. Decision: evaluation of the quality of the fore-

cast of the development of the technical 

installation, if possible as an optimum when 

considering the benefits and losses in the opera-

tion of the technical installation in dynamically 

variable surroundings. Deciding how to mitigate 

and manage risks and how to implement 

measures represents a key step in risk manage-

ment.  

4. Communication: discussion of a set of measures 

and activities with the key actors in the process 

of operation of the technical installation and 

with other stakeholders. Legislation requires 

communication with the public, consultation, 

conflict resolution and the establishment of 

partnerships on important issues.  
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5. Monitoring and lessons learned: monitoring the 

specified quantities and their values that charac-

terize the consequences of decisions and actions 

on the technical installation, and in case of de-

tection of significant deviations that may inter-

fere with the achievement of the goal, apply cor-

rections. 

Risk management in the event that the risk is not 

acceptable consists, according to [15,20], in the 

choice of one of the following alternatives:  

- risk avoidance, i.e. not to initiate or continue 

activities that are a source of risk when possible 

(e.g., human society can do without a technical 

installation), 

- elimination of sources of risk, i.e. avoiding the 

occurrence of disasters when possible (choosing 

an alternative to a technical installation that will 

have fewer sources of risk or less risk),  

- reducing the likelihood of risk occurring, i.e. the 

occurrence of major disasters when possible 

(application of the principles of safety culture),  

- reducing the severity of the impacts of the risk, 

i.e. preparing the mitigation measures such as 

warning, response and recovery systems, 

- risk sharing, i.e. the allocation of risk between 

the participants and insurance undertakings,  

- risk retention.  

Negotiation with risk is based on the current pos-

sibilities of human society and consists, according to 

[15,20], in the division of risks into categories:  

- part of the risk is reduced, i.e. preventive 

measures avert the realisation of the risk,  

- part of the risk is mitigated, i.e. mitigating 

measures and preparedness (warning systems 

and other emergency and crisis management 

measures) reduce or avert unacceptable impacts,  

- part of the risk is insured,  

- the part of the risk for which response and re-

covery reserves is be prepared,  

- the part of the risk that is unmanageable or too 

costly or infrequent, for which a Contingency 

plan is prepared.  

This is also accompanied by a distribution of risk 

management among all concerned. The distribution 

in good management [15] is carried out by taking as 

a view to ensuring that all stakeholders (from politi-

cians to administrative staff, technical installation 

management to technicians and citizens) are respon-

sible for risk management and that the management 

of a particular risk is assigned to the entity best pre-

pared for it. When selecting the risk management 

measures, it should be ensured that the costs of 

managing the risk does not exceed the potential 

damage caused by the realisation of the risk.  

 

6  Example of Tool for Designing 
It follows from the above that when drawing up the 

concept of a technical installation, as well as in its 

sitting, design, construction and operation, both the 

standards and the risk management results are im-

portant in favour of the objective pursued, which 

today is overall (integral) safety. Therefore, in ac-

cordance with knowledge, risk-based design [22] 

and risk-based operation [1] tools are created that 

link standards and risk management results.  

According to [26], firstly, a decision support sys-

tem is set up for the given technical installation to 

support decision-making on the risks of individual 

components and their interconnection, a scale for 

the assessment of the level of risk is determined – 

Table 1. According to the risk values identified, the 

results of the risk assessment are classified into 

three groups: risk acceptable – category 0 and 1; 

ALARA risk, i.e. conditionally acceptable – catego-

ry 2 and 3; and risk unacceptable – category 4 and 5. 

If the risk is acceptable, then no further risk mitiga-

tion measures need to be taken. If the risk is 

ALARA, it is necessary to build technical elements 

into the project that will allow a response in the 

event of risk realization. In the event of an unac-

ceptable risk, corrections must be made, e.g. in the 

material, structure or method of interconnection, and 

the risk reassessed. 

 

Table 1. Value scale for determining the level of 

risk; N is number of items that influences the risk of 

a given entity. 

 

Risk level   Risk category Values in % N 

Extremely high  5 More than 95 %  

Very high 4 70 - 95 % 

High 3 45 - 70 % 

Medium  2 25 - 45 % 

Low 1   5 - 25 %    

Negligible 0 Low than 5 %  

 

An example of the link of standards and risk 

management results in designing process is shown 

in Figure 1. The progress of building the technical 

installation shall be determined. The further proce-

dure is  the following: 

- design of components (C1, C2, C3, C4) and 

their interconnections according to standards,  

- according to disasters´ scenarios, the risks of the 

components (R1, R2, R3, R4) and their inter-

connections (RI1, RI2, RI3) are determined and 

after assessed according to Table 1 and, if the 

risks are not acceptable, corrections are made, 
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e.g. in the material or method of interconnec-

tion,  

- according to the DSS, the risk of the RI12 

linkage set shall be determined and assessed 

according to Table 1 and, if the risks are not 

acceptable, corrections shall be made, e.g. in the 

material or method of interconnection,  

- according to the DSS, the risk of the RI123 link 

file shall be determined and assessed according 

to Table 1 and, if the risks are not acceptable, 

corrections shall be made, e.g. in the material or 

method of interconnection,  

- according to the DSS, the risk of the RI1234 

link set shall be determined and assessed 

according to Table 1 and, if the risks are not 

acceptable, corrections shall be made, e.g. in the 

material or method of interconnection. 

  

 
 

Fig. 1.  Scheme of risk-based design. The green 

arrow shows how to create a project.  

 

7 Conclusion 
The findings presented in the works [22,26] show 

that the designer must have very important compe-

tences for: applying the results of methods of risk 

analysis and assessment; implementation of a meth-

odology for the analysis and assessment of risks 

adapted to the problem; solution of problems at 

emergency and crisis management; analysis of situa-

tions / activities / accidents; turning the policy into 

real action; transforming the accident statistics into 

action plans; strategic planning; establishing a hier-

archy of problems; finding the right information and 

knowledge; performing the critical analyses; design-

ing the right solutions; communication; synthesizing 

and adapting the wording intended for the public; 

and adherence to ethics. When deciding in favour of 

safety, it is necessary to keep in mind: all the factors 

and processes that can be dangerous and how often 

they can occur; how big their impacts can be; how 

the size  of impacts or the frequency of occurrence 

can be reduced; whether the proposed measures may 

be a source of new hazards; and which technical and 

control systems can control threats that cannot be 

prevented.  

Finally, it should be noted that, in line with the 

results in [20,22], it is necessary what the political 

will is to create a system to protect against the unac-

ceptable impacts of harmful phenomena. Research 

has shown that:  

- every design of a technical installation or 

equipment has certain dangers. The art of 

designer lies in the fact that he can choose the 

optimal solution, i.e. a solution sufficiently safe 

and feasible with regard to the possibilities of 

the investor and public administration,  

- impressive and not very robust structures with 

insufficient safety margins often fail sooner or 

later, 

- erroneously set limits and conditions for critical 

parts of a technical installations or equipment 

lead to frequent failures and even serious 

accidents; such technical installations are not 

capable of responding to changes in condition. 

An analysis of the available legislation [27] re-

vealed that, according to the applicable rules, it is 

not required to monitor the safety of processes and 

the safety of whole installation during the operation 

at the design phase, which sometimes leads to prob-

lems in operation [1]. Another error in the legisla-

tion is the fact that it does not require measures to 

reduce the risks that occur when a sudden time 

combination of a number of harmful phenomena 

occurs. According to recent experience, it is neces-

sary to introduce into legislation an obligation to 

consider higher values of project disasters, at least 

for critical infrastructure objects.  

The procedure for risk management in the opera-

tion of a technical installation is described in the 

work [1] and its effective tools are: risk-based in-

spections, risk-based maintenance and a risk man-

agement plan.  
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