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Abstract: - The study of accidents and failures of complex technical facilities has shown that in many cases,
these phenomena occur when the technical facility integral risk exceeds the certain criticality rate, i.e. also if
larger number of small risk sources executes in technical facility in a short period of time and their impacts are
specially interconnected. The present risk engineering tools are diverse and have different requirements for
data, knowledge, processing time, i.e. finance, and practice is of course interested in the least demanding tools.
The article shows optimum risk engineering tools working with risks for achievement of main three targets of
technical facility (reliability; security; safety), which depend on the technical facilities” complexity rate.
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1 Introduction

Each technical product or each technical facility
(further only technical facility) is the result of hu-
man activity with aim to ensure the products and
services supporting the human lives and develop-
ment. To ensure the technical facility safety, it is
necessary to work with risks of all kinds [1]. The
coexistence of technical facility with the surround-
ings (i.e. with public assets, which include the hu-
man lives, health and security, property, public wel-
fare, the environment, other technical facilities) is
ensured if the technical facility integral (i.e. total)
safety is successfully managed [2,3]. Level of inte-
gral safety depends on quality of work with integral
risk [2,4]. For successful work with risks of all
types, they are necessary both, the correct and effec-
tive tools and the responsibilities for their correct
use [1-5]. The paper deals with the first item; the
second one was solved in [2,6].

A number of specific tools have been developed
to deal with risks in risk engineering [2,4,7-9]. Be-
cause in practice, they are different aims of risk
engineering (safety of machine, safety of process,
safety of whole facility etc. [3,9]) and used tools in
practice have different requirements on knowledge,
data, time and finance, it is necessary in real case to
use such tool that fulfil the given aim and it is feasi-
ble. Real practice requires the tools that have the
lowest demands [10]. Next, they are specified such
tools for selected tasks, which are solved in practice.
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2 Summary of knowledge

The coexistence of technical facility with its sur-
roundings during the whole technical facility life
cycle is ensured if integral safety of technical facili-
ty is kept on certain level by qualified risk manage-
ment [1]. The integral safety is understood as an
attribute on the level of the whole technical facility,
and it is determined by the quality of the file of an-
thropogenic measures and activities aimed at the
safe technical facility, and even at its critical condi-
tions [4]. The main present aim is to recognize,
understand and manage the risks, thereby ensuring a
safe technical facility and its safe operation
throughout its lifetime. Because technical facilities
are characterized by open systems of systems (SoS),
it goes on choice of tools in which the results of
analytical and expert methods are interconnected in
a specific way [4,5,7].

Technical facility architecture is object or net-
work [1,2]. Each technical facility type has its spe-
cifics; e.g. therefore, there is a significant difference
between the control of stable technical facilities and
moving ones. Currently, in practice there are not
used simple technical systems, but there are used the
files of systems. According to the type of system
files organization [1,2], they are distinguished:

- simply organized units (e.g. machines),

- composite systems that are understood as a set
of elements that are organized and connected in
a certain way and because of a proper structure
they fulfil certain functions, they are character-
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ized by the higher level of configuration (e.g.
compound set of machines — production line,
which carried out in a given order tasks, to set
up certain product),

- complex systems characterized by organized
complexity and compound so as to perform cer-
tain functions (linked production lines with the
different technologies, e.g. automatic systems
for production — for example so called digital
factories, categorization and distribution of cer-
tain commodities),

- very complex systems representing the mutually
interconnected complex systems in horizontal
and vertical structure, which mark out by great
variability, which appears like unorganized
complexity, i.e. systems of systems. Individual
complex systems can work by both, inde-
pendently and together. At common work, they
perform completely unique task that is remote
from the tasks of individual complex systems
(systems for production, distribution and con-
sumption of electricity, gas, etc.).

On the basis of knowledge and experience [1,2]
for the characterization and control of:

- simply organized units, the results of analytic
solutions are used,

- composite systems, there are used the results of
statistical solutions based on analytic functions,
the parameters of which are variable in certain
intervals, which are reflection of random condi-
tions / random variants of the system behaviour,

- complex systems, the results of simulations
need to be used, because random uncertainties
are great and cause that behaviour of scenarios
are in broader range, than include the random-
ness, i.e. the methods of operations research are
used [7].

- very complex systems, the multicriterial meth-
ods are need to be used, since the given aggre-
gates have many systems, which are organized
in several levels. The systems interact together
in dependence of internal and external condi-
tions, which causes that we observe:

e suddenly emerged features of behaviour that
cannot be obtained from the knowledge
about the behaviour of components, it goes
on sudden origin of phenomena, which were
not expected,

e various hierarchies,
self-organization,

o varied management structures, which all to-
gether appear like the chaos.

These systems have random uncertainties and
knowledge uncertainties, and therefore, for their
characterization, it is necessary to use the expert and
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heuristic methods [7]; sometimes it is necessary to

consider many criteria, some of which are often

opposing (conflicting) [4,5].

To describe the type of technical facility organi-
zation, we introduce the quantity, called “complexi-
ty”. According to [4], the complexity is a system
attribute that denotes that system has many parts or
elements that have mutual relationships that are
different from relationships with other elements
outside and their behaviours depend on many inter-
nal and external parameters. It characterizes the
behaviour of system, the parts of which interact in
variable ways in dependence on momentary condi-
tions in a given site and in a given time [1]. For its
description, it is necessary to use multidisciplinary
and interdisciplinary approach and for its manage-
ment it is then necessary to use the multi-criteria
approaches, which enable to consider the cross-
sectional risks [5]. A number of specific tools have
been developed to deal with risks in risk engineer-
ing, and therefore, it originates the problem, which
tool is this true in a given conditions.

According to present knowledge, they are used in
practice three different targets of technical facility
management, namely: reliability; security; and safe-
ty. Because these aims go out from different con-
cepts, the technical facilities risk values obtained for
individual aims are not the same; they are strongly
dependent on concept [2,5]. With regard to present
knowledge given above, the integral risk rate de-
pends on both, the risk management target and the
technical facility” complexity rate [2-5].

The risk engineering tools are diverse and have
different requirements for data, knowledge, pro-
cessing time, i.e. also for finance, and practice is of
course interested in the least demanding tools [1-5].
According to results summarised in [3,8], the useful
methods in practice for complex technical facilities
are:

1. Benchmarking is a method of systematically
comparing the processes, organizational struc-
ture, products and performance of a given tech-
nical facility department with other globally
successful technical facilities with a view to
achieving the excellence. It is usually used in
risk management in cases, where the objective is
ideal, and according to good practice principles
it is good to manage risks by way as the best in-
dustry operators do.

2. Modelling is a technique by which we create a
simplified picture of a real process, system or
object and then we follow on it the established
connections. Its aim is to determine the scenario
of the process in time and space (e.g. the course
of the accident, the course of the process con-

Volume 5, 2020



Dana Prochazkova, Jan Prochazka

trol, the course of the response to the accident,
etc.), so that we can determine appropriate
measures and activities to ensure safe technical
facilities (e.g., at preventing, mitigating and
mastering the incidents, accidents and failures)
with available capabilities and possibilities,
which we execute with the CBA (Cost Benefit
Analysis). Based on the principle that “every-
thing is related to everything” (regressus ad in-
finitum), it is necessary to validate results ob-
tained by model, because evaluations of tech-
nical facilities accidents and failures often show
that key causes were inadequately considered at
modelling the accidents. In serious cases, the
care should be taken for software applications,
especially where technology transfer conditions
have not been verified [11].

A scenario is a system model that describes the
evolution of a process in its various forms (vari-
ants, alternatives) depending on conditions or
decisions made. It contains a sequence of events
that take place within time, territory or other en-
tity (including the prospective variants), and it
descripts interactions among the monitored as-
sets of the system and the process [7]. Disaster
scenarios are the most important for safety man-
agement because they are used to propose
measures for prevention, mitigation, response
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and recovery.

4. Multicriterial assessment is an assessment based
on the application of multiple criteria, even in-
commensurable or conflicting, to a whole [7].
For the resulting solution, they need to be de-
termined the restrictive conditions, which define
objectivity (e.g. in terms of system exhaustibil-
ity, human resources or value of benefits). The
exhaustibility of the system means the maxi-
mum possible level of utility (utility value) that
can be achieved at a given scientific and techno-
logical development. We always judge the re-
strictive conditions individually, namely based
on their partial evaluations. For maximum utili-
ty application in conjunction with the risks of
complex systems, it has proved to be useful the
application of: What, If method in form of table,
Table 1; and the DSS (Decision Support Sys-
tem) with appropriate value scales processed on
the maximum utility theory [12].

Analyses of the risk management tools presented

in [9,13] as well as the accumulated experience [10]

show that risk management tools depend on many

factors; schematically, the subject matter is shown

in Figure 1.
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Table 1. Standard model for applying the What, If method.

Asset

Potential im-
pact of disas-
ter on asset

Human lives and health

Human security

Property

Welfare

Environment

Energy supply sector

Water supply sector

salfojou

Sewerage sector

Transport sector

Communication and information sector

Bank and finance sector

Emergency services

-1493) pue SaINJaNJISeIyU|

Basic territory services (industry, agriculture, supply service, health service, waste man-
agement, social services, funereal services)

Public administration

Critical fittings

Critical components

Critical links

Critical internal infrastructures

Critical couplings

Critical stocks

Critical personnel

Waste management

Anjioey [eaiuyoa

Critical processes management items

Critical projects management items

Critical integral management items

Contextin
whichrisksare  Listof
Way of risk  considered considered
mastering risk sources
Items that
influence the
rgsult. of work Considered risk
wm'w1 ”Skf of type (partial,
Process model technica integrated, integral)
of work with product
risks
Technology of
management Way of
and copingwith  Management
risks of risks in
time

Fig. 1. The factors that influence the risk size of a given entity.
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It is evident that the technical facility strategic
management, in which security and long-term func-
tionality are concerned, needs to consider two fac-
tors:

- technical facilities are complex multi-level sys-
tems,

- specific sources of risk associated with technical
facilities are not the same at all levels of the
technical facility.

Due to technical facility complexity, in practice,
it is necessary to work with risks at the lowest level
(simple technical equipment - machines), as well as
with risks at higher levels (components — e.g. pres-
sure equipment; production lines, sets of production
lines, whole technical facility) and at the highest
level (technical facility and its surroundings). Safety
at the highest level ensures the coexistence of the
technical facility with the surroundings throughout
the life cycle of the technical facility.

In order to ensure the safety and development of
humans and other public assets, the objectives of
dealing with risks at all technical facility levels are
the same, a reliable or secure or safe entity. Because
of the current goals of human society, which have
been already emphasized several times, we above all
focus on the ultimate goal, which are the safe enti-
ties.

3 Risks used in practice

In practice, they are used three types of risk: partial

(related to one asset); integrated (sum of risks relat-

ed to several assets); and integral [4,5]. The integral

risk is systemic risk that depends on momentary
conditions in a given site and a given time. There-
fore, its determination is very difficult for complex
technical facilities, where a great variability of link-
ages and flows exists. In these cases, its analytical
expression is difficult due to existence of many ran-
dom and epistemic uncertainties [4,5]. And there-
fore, they need to be used the specific engineering
tools as special What, If form (Table 1) for each
possible scenario and Decision support system

[4,5,7], the combination of which have the ability to

identify the integral risk size in advance.

At selection of risk management tools for tech-
nical equipment and whole technical facilities aimed
to safety, they are important two factors according
to arguments in [1,2,5]:

1. The first factor is the cognition that risk is a site-
specific and time-specific quantity, i.e. it de-
pends on both, the cause of the destructive phe-
nomena (i.e. the nature and size of the harmful
phenomenon) and the characteristics of the enti-
ty (vulnerability, resiliency) at the time of the
phenomena origin (e.g. an unmaintained relief
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valve does not perform its function at the ex-
ceedance of pressure limit). Because over time
there are variables, both the asset or pool of as-
sets and the sizes of harmful phenomena or dis-
asters, there are three categories of situations in
terms of coping with the impacts of the realized
risk, namely: normal; emergency; and critical.

With the growing category, the professional, fi-

nancial, organizational and personnel require-

ments for managing and settling the risks asso-
ciated with these situations are increasing.

Therefore, important role here plays the legisla-

tion that imposes requirements on owners and

operators of technical facilities on risk manage-
ment and on the public administration for tech-
nical facilities safety oversight in the public in-
terest [1,2,5]. Based on analyses of legislation

[1,2,5,10], current legislation is too general; it

does not mention data requirements and data

processing methods that fundamentally deter-
mine the quality of the result.

2. The second factor is the choice of the type of
risk, which should be monitored in the task,
which depends on the determination of:

- the number of assets and their listing, i.e., it
goes on considering which public assets and
which specific assets of a technical facility
in a given task are important; e.g. whether
they are performance, competitiveness,
profit, etc.,

- whether links and flows between listed as-
sets play a role in the task, i.e. a mechanical
concept is not enough, but a system concept
needs to be considered.

In order to ensure the safety of the entity in the
short term (e.g. safe state of simple technical
equipment), it is sufficient to monitor the condition
of the asset, i.e. the partial risk associated with the
entity. With regard to human safety, legislation in
developed countries also requires the ensuring the
occupational safety and health (OSH), i.e. the moni-
toring of two assets (life and health of persons in the
workplace, quality of the working environment), at
using the integrated risk, it is neglected machine -
human linkage, which influences the machine con-
dition. Since technical fittings, people in the work-
place and the working environment are intercon-
nected, the links and flows between these subsys-
tems, i.e. integral risk, need to be monitored in the
medium and long-term to ensure safety of the
whole.

Therefore, when selecting the risk management
tools (identification, analysis, evaluation, judge-
ment, management and settlement) aimed at the
safety of the selected entity, the following tasks in
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the technical field for technical facilities should be

distinguished:

- selection of tools for work with the risk associ-
ated with the condition of technical equipment
(objective - safe technical equipment),

- selection of tools for working with the risk asso-
ciated with the condition of the technical com-
ponent (objective - safe technical component),

- selection of tools for working with the risk asso-
ciated with the production line / production pro-
cess (objective - safe production process),

- selection of tools for working with the risk asso-
ciated with the condition of the business process
set (objective - safe business process set),

- selection of tools for working with the risk asso-
ciated with the whole technical facility (objec-
tive - safe technical facility),

- selection of tools for working with the risk asso-
ciated with the technical facility and its sur-
roundings (objective - safe technical facility and
safe neighbourhood of the technical facility).
Based on the works [1,2,5,7], focusing on tech-

nical facilities, it is not enough to ensure the safety

of the human system in connection with technical

facilities and technologies (i.e. coexistence of a

technical facility with its surroundings during the

operation) only by concentration to technical facili-
ties” safeties, because the choice of risk manage-
ment tools depends on:

- the nature of the entity of interest (i.e. selected
technical equipment or higher systems of tech-
nical facility),

- the nature of the environment in which the enti-
ty of interest (i.e. selected technical equipment
or higher systems of technical facility) operates,

- the mode in which the entity of interest (i.e.
selected technical equipment or higher system
of technical facility) operates,

- requirements for the operation of the entity of
interest (i.e. selected technical equipment or
higher systems of technical facility),

- and whether a short, medium or strategic solu-
tion, i.e. long-term, is required.

4 Data used

For task solution, the original database of technical
facilities accidents and failures [10] from the world
data was compiled and several case studies were
analysed in great details. The database contains
7829 dangerous events from the whole world
sources that were accessible in last 35 years to au-
thors; more than 90% dangerous events originated
during the technical facilities operation. To reveal
their causes (risks realized), the collected data were
processed by risk engineering methods: e.g. What,
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If; Checklist; Fishbone diagram; Case studies; Event
Tree; FMECA; etc. [7] in dependence of accessible
data quality and amount [10]. They were also con-
sidered get-at-able results of other authors [14-19].

The study of accidents and failures of complex
technical facilities [3,10,20] has shown that origina-
tors of technical facilities accidents and failures
except of great natural disasters are:

- large mistakes in risk prevention made in tech-
nical facility terms of references, designing and
operation,

- cumulation of small unfavourable phenomena,
the realization of which in short time interval is
devastating.

The second case is more frequent. It occurs when
integral risk exceeds the certain criticality rate. In
many cases at technical facilities with great com-
plexity, the criticality rate exceedance is caused by
combination of larger number of small risk sources
activated in technical facility in a short period of
time. To manage the technical facility behaviour in
these cases, the integral risk needs to be followed
[1,2].

5 Method for evaluation of tools”

effectiveness

Risk engineering disciplines by nature use tools

based on four models [2,7] according to the type of

problems, which they follow; it goes on:

- problems that can be described by a linear mod-
el [7] (simply organized units and set-up units) —
rate of complexity 1; e.g.: Check list; Safety au-
dit; Human Reliability Analysis - HRA,; there is
a need to be aware of the limited accuracy of the
results, as only one process is monitored and the
links with other processes and the environment
are neglected,

- problems that can be described by the tree mod-
els [7] (composite systems that are understood
as a representation of elements that are orga-
nized and connected in a certain way) — rate of
complexity 2; e.g.: Preliminary Hazard Analysis
- PHA,; Quantitative Risk Analysis - QRA; Haz-
ard Operation Process - Hazard Analysis
(HAZOP); Event Tree Analysis - ETA; Failure
Mode and Effect Analysis - FMEA; FMECA -
Failure Mode, Effect and Criticality Analysis;
Fault Tree Analysis - FTA,; Probabilistic Safety
Assessment - PSA; it should be noted here that
in this case the development of incidents, acci-
dents and failures comes from a single site, i.e.
models do not describe cases where impacts on
a technical facility occur from one cause at sev-
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eral different locations, i.e. combinations of

harmful phenomena are not considered,

- problems that can be described by operational
research models [7] (complex systems that are
understood as a representation of elements that
are organized and connected in a certain way
and their behaviour manifests in certain range
and may be expressed by variants of statistical
function) — rate of complexity 3; e.g.: critical
path method; PERT; GERT; Petri nets; for the
last three ones are now elaborated to form “col-
our stochastic models”, which simulate a large
number of possible scenarios that are created
and assessed by experts on the basis of their ex-
perience and data presented in experience data-
bases, have been compiled at the last years in
developed countries,

- non-structured problems, which cannot be de-
scribed simply due to great variability of possi-
ble configurations, which cause hardly foresee-
able behaviour modes [7] — rate of complexity
4: specific What, If form; Scenarios; Case Stud-
ies; Multi-criteria methods based on Decision
Support System (DSS). In these cases, experi-
ence is the ground; a series of scenarios is be
developed through collaboration with experts,
and the optimum solution is sought using the
maximum utility theory [12].

The experiences from world-wide practice
[5,7,10,13] show that often used tree models have
not the capability to assess the size of technical fa-
cility integral risk because they come out from one
point in technical facility. It means that they do not
express impacts of external disasters, external ter-
rorist attacks and human factor that usually in one
stroke affect many points, and they do not consider
interfaces with surroundings.

The Decision Support System (DSS) [7] is a spe-
cial technique for obtaining data for deciding the
complex problems. It helps to solve the problem by
supporting an analytical style of decision making
against heuristic decision making. It means that:

- it organizes information for decision-making
situations,

- it interacts with the decision-maker at various
stages of decision-making,

- it extends the information horizon of the deci-
sion-making body,

- it facilitates multi-criteria evaluation, because it
has built-in multi-criteria methods without the
user knowing their mathematical structure.

Its aim is to ensure that the result corresponds to
the optimal solution. In their creation and applica-
tion are used:
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- knowledge and data from experts who know the
technical and another parameters, limits and
conditions of the technical facility and the local
vulnerabilities,

- the principle of maximum utility theory [12], i.e.
"the greater, the better" or "the greater, the
worse".

For many of the above methods, there are soft-
ware that has been derived for a particular device at
a particular location is available. In order to ensure
correct results in this case, it is necessary to verify,
before using each software, whether the conditions
of the technology transfer are met, i.e. whether the
conditions for the solution and the solution are the
same as for the technical facility and the place for
which the software was derived [7].

Considering the facts that:

- individual tools of risk engineering have differ-
ent aims and different requirements on
knowledge, data, experience, time, and thus also
on finance,

- in practice they are preferred tools with the least
demands,

- the integral risk determination of technical facil-
ity is very dependent on its complexity,

by the critical evaluation of ability of individual
engineering tools (given above) to reveal the most
of defects that led to accidents and failures (111
cases from [10] would to be used due to demands of
considered methods on data), we determined the
least demanding tools depending on the technical
facility complexity rate and on target of technical
facilities risk management.

Based on years of experience, we used the scor-
ing method for the data described above to deter-
mine the optimal methods for tasks related to tech-
nical facilities in which the risk management objec-
tive, complexity of the technical facility, the dura-
tion of the solution and the existence of uncertain-
ties should be considered for the data described
above [7]. Its application we have acquired 4 basic
categories of conditions for valuing the effective-
ness (capability) of methods to give an acceptable
solution at the smallest cost (knowledge, time, fi-
nance); Figure 1:

- task is based on a simple structure of a technical
facility, it is focused on the reliability of a tech-
nical facility, it requires short-term validity of
the result and it does not need to consider either
random or knowledge uncertainties,

- task is based on the very complex structure of
the technical facility, it is focused on the inte-
gral safety of the technical facility, it requires
the short-term validity of the result and it does
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not need to consider either random or
knowledge uncertainties,

the task is based on a simple structure of the
technical facility, it is focused on the reliability
of the technical facility, it requires the long-term
validity of the result and it needs to consider
both random and knowledge uncertainties,

the task is based on the very complex structure
of the technical facility, it is focused on the in-
tegral safety of the technical facility, it requires
the long-term validity of the result and it needs
to consider both random and knowledge uncer-
tainties.

The rate of the entity's risk management goal and

complexity for each task was determined by the sum
as follows:

International Journal of Economics and Management Systems
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risk management target: reliability — 1 point;
security — 2 points; safety — 3 points,
entity structure complexity: point — 1 point;
linear — 2 points, tree — 3 points, area — 4 points,
spatial — 5 points.

The rate of time in validity of the solution and

the need to consider the uncertainties for each task
was determined by the sum as follows:

need for consideration of uncertainties: no need
— 1point; only random — 2 points; random and
knowledge-based - 2 points,

solution validity: short-term — 1 point; medium-
to 2 points; long-term — 3 points.

Very complex structure
Safety

Short-term solution
Uncertainties are not
necessary

d rate of complexity

Simple structure
Reliability
Short-term solution
Uncertainties are not
necessary

Rate of risk management
aim an

Very complex structure
Safety

Long-term solution
Both uncertainties are
necessary

Simple structure
Reliability

Long-term solution
Both uncertainties are
necessary

Rate of time solution validity and rate
of need to consider uncertainties

Fig. 2. Scoring the important aspects for working with the risks of technical facilities
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6 Optimal methods for risk
management dependent on
complexity rate and management

target
Based on the results of described way of evaluation
of methods by help of data on the technical facili-
ties” accidents and failures [2,7,10] and the authors'
experience from practice, Table 2 is compiled. It
contains optimum risk engineering tools suitable for
different targets of technical facility and its parts,
dependent on two variables. In addition to the com-
plexity of the entity, there are considered three ob-
jectives of entity risk management, namely ar-
ranged according to growing demandingness of
target procuration [2,7,10]:
entity reliability ensuring the operation safety of
entity,
- entity security ensuring the process safety of
entity (component operation, production line),

- entity safety, i.e. integral safety, ensuring the
safety of both, the entity and its surroundings.
Since the higher the tool type, the higher the cost
(knowledge, finance, time) for its use, Table 2
shows in each case only the lowest cost tools that,
based on current knowledge and experience, have
the ability to solve the task if the basic rules of safe-
ty culture, operating rules corresponding to the con-
ditions of operation are observed,; that is, no inten-
tion to damage the entity is considered.
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- Table 2. Tools for working with risks sorted
by the aim of the followed task*).

Objective of work with risks Complexity Tool The subject of the monitoring
rate

Reliability of individual technical 1 Checklist / Safety | One asset
equipment / fittings (e.g. machine) Audit/ What, If
Security of individual technical 2 Checklist / Safety | Two assets — because conflicts may
equipment (the machine is reliable and Audit / What, If occur, a rule is required for aggregation
its security and the operator security
are ensured)
Safety of individual technical equip- 3 DSS Several interconnected assets — because
ment (the machine does not endanger conflicts may occur, the theory of max-
itself even under critical conditions and imum utility is most often used [9]
does not have harmful impacts on the
surroundings), i.e. its operators” securi-
ty is ensured and the products are safe
Reliability of technical component 2 Checklist / Safety | Several interconnected technical and
(several interconnected technical fit- Audit /, What, If / | other assets — because conflicts may
tings) Tree models occur, a rule is required for aggregation

or use theory of maximum utility [9]
Security of technical component (sev- 3 Checklist / Safety | Several interconnected technical and
eral interconnected technical fittings Audit /, What If/ | other assets — because conflicts may
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are reliable and their securities and the
operator security are ensured)

Tree models /
operation research
methods / DSS

occur, a rule is required for aggregation
or use theory of maximum utility [9]

Safety of technical component (several
interconnected technical fittings do not
endanger themselves even under criti-
cal conditions and do not have harmful
impacts on the surroundings), i.e. it is
safe and the products are safe

What, If/ Tree
models / opera-
tion research

methods / DSS

Several interconnected technical and
other assets and surroundings - because
conflicts may occur, a rule is required
for aggregation or use theory of maxi-
mum utility [9]

Reliability of production process (pro-
duction line)

Checklist / Safety
Audit /, What I /
Tree models

Several interconnected technical and
other assets — because conflicts may
occur, a rule is required for aggregation

Security of production process (pro-
duction line is reliable and it is ensured
its security and the operator security)

What, If / Tree
models / opera-
tion research

methods / DSS

Several interconnected technical and
other assets and surroundings — be-
cause conflicts may occur, a rule is
required for aggregation or use of theo-
ry of maximum utility [9]

Safety of production process / produc-
tion line does not endanger itself even
under critical conditions and does not
have harmful impacts on the surround-
ings), i.e. its operators’ security is
ensured and products are safe. and the
products are safe

What, If / opera-
tion research
methods / DSS

Several interconnected technical and
other assets and surroundings - because
conflicts may occur, a rule is required
for aggregation or use of theory of
maximum utility [9]

Reliability of a set of processes in the
technical facility

What, If / opera-
tion research
methods / DSS

Several interconnected technical and
other assets - because conflicts may
occur, a rule is required for aggregation
or use of theory of maximum utility [9]

Security of set of processes in the tech-
nical facility (set of processes is relia-
ble and its security and operators secu-
rity are ensured)

What, If / stochas-
tic operation re-
search methods /
DSS

Several interconnected technical and
other assets and surroundings - because
conflicts may occur, it is required use
of theory of maximum utility [9]

Safety of set of processes in the tech- DSS Several interconnected technical and
nical facility (set of processes does not other assets and surroundings - be-
endanger itself even under critical cause conflicts may occur, it is required
conditions and does not have harmful use of theory of maximum utility [9]
impacts on the surroundings), i.e. it is
safe and products are safe
Reliability of technical facility DSS Several interconnected technical and
other assets and surroundings - because
conflicts may occur, it is required use
of theory of maximum utility [9]
Security of technical facility (technical DSS Several interconnected technical and
facility is secured and operators secu- other assets and surroundings - because
rity is ensured) conflicts may occur, it is required use
of theory of maximum utility [9]
Safety of technical facility (technical DSS Several interconnected technical and

facility does not endanger itself even
under critical conditions and does not
have harmful impacts on the surround-
ings), i.e. it is safe and products are
safe

other assets and surroundings - because
conflicts may occur, it is required use
of theory of maximum utility [9]

) In this context, it needs to be aware — reliability means correct performance of entity tasks with probability equal or
higher than 0.95; security means reliability and provision of entity protection; and safety means security (including the
reliability) and provision of protection of entity and its surrounding.
A critical analysis of the dependence of the tools on
data shows that the higher the type of risk manage-

7 Conclusion
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(knowledge, finance, time) to use it. By critical
evaluating the data on specific accidents and failures
of technical facilities of varying complexity, the
lowest cost-effective tools were identified, which,
on the basis of current knowledge and experience,
should have the ability to solve the tasks by comply-
ing with the basic rules of the safety culture, operat-
ing regulations corresponding to the conditions of
operation; i.e. it was not considered intent to dam-
age the technical facility.

Based on experience, in the operational practice
of technical facilities and their parts, it is only useful
broadly applicable a tool, which is fast and not very
demanding on knowledge and time. Therefore, the
credibility of risk management tools for the opera-
tion of technical facilities was judged [5,13]. The
result of this research showed that for:

- a not-too-complex entity, it is a proven tool, a
site-specific checklist with a correctly calibrated
risk assessment scale,

- not very interconnected entities, it is a proven
tool, a set of checklists that are site specific and
have correctly calibrated risk scales, and the re-
sults of these checklists are aggregated in a
specified and site-specific manner,

- complex entity, it is a proven tool DSS that con-
sider both, the asset connectivity, the changes
in time and external sources of risks.

Table 2 shows separation of risk engineering
tools for optimal solution of practical task in de-
pendence on the technical facilities” complexity and
their risk management aims.
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