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Abstract: - Technical installations with small modular reactors (SMRs) are perspective industrial complexes due 
to high need of energy  of new technologies. They are critical installations due to content and work with dangerous 
substances because these are  sources of fire, explosion and environment contamination. Therefore, for human 
society and  its development, it is necessary to manage not only their nuclear safety, but also their  integral 
(complex) safety, because just integral safety ensures the security and development of human society. The ap-
proach to safety and concept of safety management used by manufacturer, operator  and regulator must be same. 
For this purpose, we give in article a tool showing the main features and requirements for management of the 
integral safety of such installations. 
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1 Introduction 
Due to the ever-increasing consumption of energy, 
we need to apply new energy sources to ensure safe 
and stable operation of industry and services. There-
fore, we deal with industrial complexes with small 
modular reactors that are stable energy sources. Be-
cause, a lot of open problems exists, we construct ge-
neric model for management of safety of such com-
plexes.  

Small modular reactors (SMR) have been in de-
velopment for decades. The International Atomic En-
ergy Agency [1] defines small, medium and large re-
actors according to output electrical performance; re-
actors up to 300 MWe are classified as small reactors. 
Small reactors are increasingly used in practice, as 
they are cheaper and their area of emergency plan-
ning is smaller compared to large nuclear power 
plants [2-4]. In spite of it, their safety must be on the 
first rank of designers, manufactures, operators and 
regulators. This big team of specialists from different 
professional fields must understand safety by same 
way.  

Technical installations with the SMR as other 
technical installations  are complex facilities of sys-
tem of systems type  with nature socio-cyber-physi-
cal [5,6]. They are threatened by risks caused by 
harmful phenomena: occurring in the locality, in 
which they are located; originating  at the operation  

by failure of technical fittings, components or their 
interconnection and their wear over time; associated 
with the human factor, in particular in the design and 
organization of operation management [7,8]; and, last 
but not least, by low possibilities of humans to antic-
ipate sudden changes in the development of the 
world. Therefore, it is necessary to manage not only 
their nuclear safety, but also the integral safety, be-
cause they ensure the security and development of 
human society, however, costs on their operation 
must be acceptable to society. Based on current 
knowledge and experience which are systematically 
enforced into practice by the IAEA and OECD and 
are permanently followed in the ESREL conferences,  
which  are summarized in [5,6], a generic model for 
the  management of  integral safety of technical in-
stallations with the SMR is created, based on the prin-
ciples of: risk-based design; and risk-based opera-
tion. It is also shown way, how to adapt this general 
model to real site conditions. 
 

 

2 Risk and Safety of Complex  

     Installations 
Manifestation of complexity means that the behavior 
of the whole cannot be inferred from the behavior of 
individual parts, and under certain conditions there 
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are unexpected phenomena that lead to the destruc-
tion or failure of the functionality of a given of a tech-
nical facility [5,6]. It is about: suddenly emerging 
features of behavior that cannot be derived from 
knowledge about the behavior of components (it is 
so-called emergence); hierarchy; self-organization; 
and a diversity of management structures that to-
gether resembles chaos. Integral safety is understood 
as the attribute of the highest quality of installations 
and organizations; the principles of total quality man-
agement are in  [10].   

Technical Installations with the SMR are complex 
technical installations, the type of which are system 
of systems; Figure 1. They contain different technol-
ogies, different elements and their interfaces from 
different fields. To be safe and profitable, they must 
have specific property – interoperability at conditions 
normal abnormal and critical [11]. Interoperability is 
the ability for the equipment and systems of the 
whole to work together in an efficient manner, i.e. 
performing the tasks assigned to them so that the sys-
tem of systems meets the target within the required 
time and to the required extent 

 
 
Fig. 1. Simple scheme of set of technologies having 

the SMR as energy source. 
 

To ensure the safety of complex technical facili-
ties, many branches and interdisciplinary approaches 
[5,6] are required to ensure their: existence (ability to 
ensure balance); efficiency (ability to cope with re-
source shortages); freedom (ability to handle chal-
lenges from around); security (ability to protect your-
self from phenomena inside and outside); adaptation 
(ability to adapt to external changes); and safety 
which ensures the coexistence (the ability to change 

its behavior so that the behavior responds to the be-
havior and orientation of other systems and that the 
system does not endanger them and they do not en-
danger it). 

The basic principle of such technical facility 
safety management is a qualified interconnection of 
technical, organizational, financial, personnel, social 
and knowledge areas  and clearly defined  roles and 
responsibilities of all involved  [5,6]. The safety man-
agement system (SMS) thus covers a number of ar-
eas, namely technical, military, legislative, financial, 
economic, social, environmental, educational, re-
search, etc. The SMS  is inserted into technical facil-
ity by so called risk-based design and its capability to 
manage  risks towards integral safety during the op-
eration must be permanently monitored and kept on 
required level.  

The integral safety concept  at operation  [5] re-
quires to: monitor priority risks and conditions of 
critical fittings, components and personnel; keep 
rules for safe operation at all organization levels; per-
manently increase safety by help of special strategic 
program; perform risk base inspections on critical fit-
tings, components and systems; realize condition-
based maintenance; systematically improve safety 
culture; be prepared for response to all expected 
emergencies in all aspects connected with response 
and for ensuring the operation continuity under ab-
normal and critical conditions; use optimal working 
modes; motivate personnel; have necessary reserves 
in all important items; systematically co-operate with 
public administration, organizations using the same 
technology and research organizations; and be able to 
install technological changes if necessary.   
 
 
 
3  Risk Sources of Complex  

    Installations 
Research of accidents and failures of 7829 technical 
installations [5] showed that their sources are mainly: 
natural disasters; defects and failures of technical 
equipment, components, production lines and sys-
tems; traffic accidents at transport spent fuel; acci-
dents in storage of spent fuel; organizational acci-
dents caused by a human factor, in particular by a 
poor safety culture in designing,  manufacture and 
operation; and deliberate attacks.  

Results of research [12] showed the causes of or-
ganizational accidents in technical facilities; Table 1; 
and  results of research of technical facilities [5] 
showed internal sources of risk in technical facilities; 
their examples are in Table 2. 
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Table 1. Phenomena which cause the organizational accidents in technical facilities. 
 
Area Defects leading to critical situations 

Top m
anagem

ent 
dom

ain 

Management of the area: it is predetermined by the political and military aspects; it lacks the human 
dimension and gives a little support to residents of the EU; it is not carried out on the basis of the data 
processed by qualified skilled methods; it is often determined by fixed ideas without real assessment 
of their feasibility; it is based on the idea that everything is stationary and it does not respect the dy-
namic development of the world, which requires the preparation of a possible extreme scenarios of 
situations and measures for the survival of the people; and it is not realized on the basis of the principle 
of the safety management  of system of systems in dynamically varying world. 

Technical dom
ain 

In the field it is missing: standards and norms for the construction of a particularly large underground 
and above-ground structures with regard to the safety of people and the public welfare; basic services 
for the population; scenarios for decision making – those used are prepared only on the basis of simu-
lations without validation on real data – sometimes  they are used scenarios that were derived for dif-
ferent conditions, i.e. they are not met the conditions for the technology transfer; the norms and stand-
ards for interoperability and cooperation of diverse systems; coordinated emergency plans at all levels 
(it is necessary to have a professional level and respect knowledge and experience), the continuity plans 
and plans for response to unforeseen situations. 

O
rganisational  

dom
ain  

In the field  it is missing: the efforts aimed at the reduction of weaknesses (few sources, contaminated 
the environment, do not consider the value of work, unemployment) and use the strengths (qualified 
technical population); an effective tool against corruption, abuse of power, suppressing the influence 
of lobbyists, etc.; support for cooperation on mutual partnership principle; a basis for mutual under-
standing and mutual coexistence; effective international teams for the first response; the basis for the 
cooperation of the members of the first response and norms and standards for their interoperability.  

K
now

ledge 
dom

ain 

In the knowledge base used for decision making it is missing: a systematic respect for the essence of 
the world – a dynamic open system of systems; sufficient effort focused on collecting qualified data on 
disasters and lessons learned from the responses to extreme disasters; reliable management of disasters; 
considering the creeping disasters such as the depletion of groundwater, contamination of the human 
food chain, etc.; qualified disaster scenarios for decision making. 

 
Table 2. Areas of sources of risk of technical facilities. 
 

Category of disasters  Examples of sources of risks of technical facilities 

Technical Aging - Corrosion – internal and external - Quality of welds - Wear and tear of fittings 
- Specific phenomena connected with critical fittings – e.g. turbines: mechanical vi-
bration, aging, load, etc. 

Procedural 
 

They relate to the production process – leaks, explosive or flammable material, dust, 
emissions, etc. 

Working activity Danger activities – work at heights, driving vehicles or excavators, underwater work, 
work in solitary confinement, etc. 

Working environment 
 

Floor adjustment – slipping, tripping and falling; rough surface, hot / frosty surface, 
cramped space, etc. 

External Natural disasters, external crashes, plane crashes, terrorist attacks 
Employees´ behaviour Non-compliance with rules. 
Organizational  Poor organisation of work, heavy workload, inadequate training, poor change man-

agement. 
Working environment 
contamination 

Noise, hazardous emissions, pools, puddles, spills, etc. 

Finance Pay outs, contract payments, taxes, material availability, inventory management, etc. 
Project management Availability of human resources, project implementation, lifetime management, con-

tract management, etc. 
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4  Purpose of Generic Model for Safety  

    Management  
Because a lot of  problems that led to accidents and 
failures were in many cases in interconnections of 
safe elements, which was caused by  bad co-opera-
tion of specialists from different fields at designing 
and operation [5], a tool for unification of under-
standing the safety by all specialists is important. We 
denote this tool “generic model for safety manage-
ment”. For safety preservation and improvement, it is 
also necessary to consider that the world dynamically 
changes, which leads to origin of new risk sources. 
Therefore, it is necessary to evaluate each failure or 
accident of technical installations and to determine 
lessons learned which is important for improving the 
prevention and response [5]. 

Generic model of complex installations, the sim-
ple scheme of which is shown in Figure 1, is non-
linear description of process of designing and opera-
tion of set of many open interconnected systems of 
different nature and location, which ensure certain 
operations and activities  with considering that inter-
connections also cause unacceptable interdepend-
ences at certain conditions. The role plays a reality 
that each partial system has certain 'limits and condi-
tions‘, which set its safety, and these are not always 
the same for all systems. The limits and conditions 
for the whole technical installations are determined 
by the current configuration of the partial systems, 
i.e. they depend on both, on the quantity and proper-
ties of the subsystems and on the diversity of their 
interconnections, i.e. their relationships and flows 
among them and also across them [5]. 

At occurrence of conditions, which are beyond 
conditions of one or more critical systems of tech-
nical installation, the  cascade failure of whole usu-
ally origins. To prevent this,  it is needed robust ar-
chitecture and mainly robust interconnections [5,6]. 
To ensure robust interconnections, which have di-
verse nature, professionals from different specializa-
tions need to: understand safety in the same way; and 
communicate. Therefore, generic model for safety 
management of technical installation with SMR 
needs to show interconnected domains: activities for 
ensuring the safety; way of management of  technical 
installation safety, which considers seven processes 
(i.e. processes connected with: conception and man-
agement; administrative procedures; technical mat-
ters; external cooperation; emergency preparedness; 
documentation and investigation of accidents; and 
cyber security); way of planning, risk-based design-
ing  and risk-based operating, which lead to safety;  
and duties and responsibilities  connected with safety 

on management levels, which must be codified. Fur-
ther, we mostly concentrate to integral safety, be-
cause nuclear safety is covered by the IAEA standard 
[9].    

 
 

5  Generic Model for Management of  

    Safety of Technical  Installations    

    with SMR   
Generic model for management of safety of technical 
installations with SMR shows how to: deal with risk 
towards safety; create robust design that is  realistic 
and economically acceptable; operate safely and eco-
nomically acceptable; manage ALARA phenomena ; 
and respond unacceptable phenomena. Analogically 
to [5,6] the safety management procedure consists of:  
identification of strategic goals of this complex; iden-
tification of critical activities, functions or services 
that rely on  this complex or which this complex pro-
vides; identification of external context: legal / regu-
latory requirements, stakeholder perceptions and ex-
pectations, and any relevant social, political, eco-
nomic, financial, technological or market factors; 
collection of data on risk sources  and their impacts  
on technical facility – external, internal, organiza-
tional etc.; investigation of this complex opportuni-
ties and specially at occurrence of cascading or cu-
mulative impacts; risk identification – process of 
finding, recognizing and describing the risk; risk 
management – sources, events (conditions for reali-
zation), causes, impacts / consequences; and risk 
owner solutions – person with accountability and au-
thority to manage a risk. 

The following figures show main features of ge-
neric model: 
 Figure 2 shows way of planning of the safe tech-

nical installation with SMR.  
 Figure 3 shows way of creation of technical in-

stallation with SMR.  
 Figure 4  shows way of  comparison of  risk-

based design of technical installation with SMR 
important  parameters.  

 Figure 5 shows safety features of technical instal-
lation with SMR at operation.  

 Process of  risk management of technical instal-
lation with SMR towards safety during the oper-
ation, which is shown  in Figure 6.  

 Tasks, which need to be specified in safety man-
agement system (SMS) of technical installation 
with SMR, are shown in Figure 7.  

 Figure 8 showing the model of safety manage-
ment of technical installation with SMR in time. 

x 
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Fig. 2. Generic model of planning the safe  technical installation with SMR. 

 

 
Fig. 3. Risk-based design flowchart. 

 

 
Fig. 4. Way for comparison of  technical installation with SMR important  parameters. 
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Fig. 5. Safety features of  technical installation with SMR. 

 
Fig. 6. Safety management of  technical installation with SMR at operation. 
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Fig. 7. Tasks specified in the safety management system (SMS) of technical installation with SMR. 

 

 
Fig. 8. Model of safety management of  technical installation with SMR with automated control. Processes: 1- 
conception and management; 2 - administrative procedures; 3 - technical matters; 4 - external cooperation; 5 - 
emergency preparedness; 6 - documentation and investigation of accidents; 7- cyber security. Feedbacks: num-

bers 1-4 in a yellow circle. 
 
6  Tool for Determination of Integral  

    Risk 
Because of 80% of failures is caused by combination 
of several risk sources, it is necessary to manage both, 
the important partial risks and the integral risk [5]. 
Since, causes of  individual contributing sources are  
incommensurable, it is necessary to determine the in-
tegral risk by help decision support system (DSS)  
which is judged by numbers from 0 to 5 with using  
 

 
the principles  proposed by [13], the higher, the 
worse. The general shape of such DSS  for technical 
installations with the SMR shown in Figure 1 is in 
Table 3.  

In Table 3, the individual criterions are the results 
of assessment  of  individual DSSs for partial techno-
logical facilities. The procedure for construction of 
individual DSS is described in  [5].  At their assess-
ment, it  is planned to use the auxiliary scale for 
judgement of sources of risk from domains: tech-
nical; environmental;  legal, economic; and organi-
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zational, which will be judged by auxiliary scale for 
ensuring the commensuration is e.g. in [5].  
  
Table 3. General DSS for  integral risk assessment. 
 
Criterion Assessment 
Rate of integral risk of  occurrence of organization accident of complex technical installation  
Rate of integral risk of  technology 1  - DSS1  
Rate of integral risk of technology 2  -  DSS2  
Rate of integral risk of technology 3 -   DSS3  
Rate of integral risk of technology 4  -  DSS4  
Rate of integral risk of SMR              -  DSS for SMR  
Total integral risk of complex technical installation  

 
The proposed scale for judgement of integral risk 

of  complex to Table 3 is given in Table 4. 
 
Table 4. Scale for determining the integral risk rate; 
N = 30. 
 
The level of risk  Values in % N 
Extremely high – 5 More than 95 %  
Very high – 4 70 - 95 % 
High – 3 45 - 70 % 
Medium – 2 25 – 45 % 
Negligible – 0 Low than 5 %  

 
According to the risk values identified by Table 3, 

the results of the risk assessment will be classified 
into three groups:  
 risk acceptable – category 0 and 1;  
 ALARA risk, i.e. conditionally acceptable – cat-

egory 2 and 3;  
 risk unacceptable – category 4 and 5.  
If the risk is acceptable, then no further risk mitiga-
tion measures need to be taken. If the risk is ALARA, 
it is necessary to build technical elements into the 
project that will allow a response in the event of risk 
realization. In the event of an unacceptable risk, cor-
rections must be made, e.g. in the material, structure 
or method of interconnection, and the risk reassessed. 
 
 
7. Conclusion 
The results are based on knowledge on complex tech-
nical installations safety management during their 
lifecycles (i.e. from sitting to decommissioning). The 
safety management is based on continuous risks´ 
management, namely partial ones and  integral  one. 
For determination of integral risk and for decision-
making on its acceptability, the special decision sup-
port system is used [5]. From the safety point of view 
[6], the design of complex requires to follow: dura-
bility; manageability of equipment, components and 

processes; lifespan; human resources; costs; tech-
nical services; additional ser-vices; safety of employ-
ees; and safety of humans in surroundings and safety 
of environment. Consideration and good provision of 
requirements in question determines the future costs 
of ensuring the safety.  

In terms of current knowledge [5,6], we follow 
two tasks: solving the functionality of set of intercon-
nected (i.e. dependent) elements  and their interfaces 
under normal, abnormal and critical conditions;  and 
searching the critical conditions of complex fitting, 
equipment or facility that are unpredictable or are re-
sult of serious operator´ error, and that may, under 
certain conditions, go to highly non-demanded, i.e. 
highly unacceptable conditions, i.e. situations in 
which the very existence of facility or even humans 
is threatened, and which we usually refer to as crisis. 
Therefore, at design and operation they need to be 
followed specific characteristics such as: interopera-
bility (i.e. ability of technical facility as a whole to 
perform quality tasks under normal, abnormal and 
critical conditions); safety integrity, which is mostly 
tracked in conjunction with human errors (at specifi-
cation, design, installation, maintenance, modifica-
tion, etc.); criticality (i.e. extent to which personal in-
jury, material destruction, damage or other asset 
losses may occur – threshold below which monitored 
equipment condition is demanded and vice versa); 
dependability (operational reliability), which ensures 
that system meets specified requirements and its op-
eration complies with specified conditions.  

The generic model for safety management of tech-
nical installation with SMR includes: definition of 
the objective and focus of safety management (de-
scription of accidents and failures; proposals for risk 
management decision-making; discussing the pack-
age of measures and activities with key actors; mon-
itoring principles and lessons learned for correction 
applications); the concept of preserving and increas-
ing safety; the definition of safety-related roles and 
their tasks;; a risk management process for the benefit 
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of safety; a system for operational risk management 
decision support, including a value scale to determine 
the level of risk that technical installation with SMR 
poses to its surroundings and a value  scale to deter-
mine the degree of contribution of technical installa-
tion with SMR to its surroundings; division of re-
sponsibilities; and safety documentation.  

Based on recent experience from practice [5], it 
can be said that the use of generic model for manage-
ment of safety come in useful at education of special-
ists, who construct  technical installations with SMR 
for mining, transport, production etc. It improves co-
operation of specialists from different fields  in solv-
ing the problems connected with safety. 
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