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Abstract: Encryption has been an important tool from past to present for protecting the confidentiality, integrity,
and accessibility of information. Throughout history, there have always been pieces of information that people
wanted to keep hidden. For this reason, encryption methods emerged as a necessity and have evolved over time.
With the advancement of mathematics and physics, the issue of security and data storage—one of the most critical
concerns for states and major corporations—still remains important today. Due to these problems and develop-
ments, cryptologists have existed throughout history and have created various algorithms to protect data. One
of the earliest encryption methods, Caesar cipher, was based on shifting letters according to a specific pattern,
whereas modern cryptography has reached a more advanced level through mathematical algorithms and technolo-
gies. In quantum cryptography, a new chapter has been opened, where this method, based on physics rather than
mathematics, has become a promising approach for the future. With the threat of quantum computers to classical
encryption methods, quantum cryptography has come to the forefront. This method, based on the laws of physics,
encrypts information through photons and is capable of revealing external interference. As in all areas of technol-
ogy, competition in this field continues, and while efforts are made to improve encryption, counter efforts to break
these encryptions are also being developed. This competitive environment contributes to the advancement of both
sides. In this study, encryption methods and their historical development have been taken into consideration. In
addition, using a common decryption method, the working principles and reliability of these encryption techniques
are evaluated and compared. Although the results in the brute-force test were as expected, in terms of encryption
and decryption times, classical encryption methods performed faster than modern ones. Based on these results, the
study aims to understand future technologies and developments.
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1 Introduction encryption methods, the letter ”D” is used instead of
”A” and the letter ”B” is used instead of "E”. Al-
though this method seemed different from mathemat-
ics at that time, when we look at it today, it is not a dif-
ferent method from the pattern subject of mathemat-
ics. Cryptography and cryptology, which people are
familiar with by hearing these terms more and more
today, are one of the fields that have been formed to
meet these needs.

Cryptography can be seen as the field that encom-
passes technical methods used to protect the confiden-
tiality, integrity and accuracy of information and data.
Cryptology, on the other hand, is a broader discipline
that deals with encryption and decryption as a whole
and includes cryptography. The aims of these two ar-
eas are similar: to develop encryption systems and
to analyze these systems, thus ensuring that the pro-
tected data cannot be accessed by unauthorized per-
sons and is only reserved for those with this authority.

This article is a study that aims to inform about the
development of encryption methods that have existed
since the past and will be used today and even in the
future. Information and the security of this informa-
tion in every field from past to present are of great
importance for every person and even every civiliza-
tion. As people understand the security and impor-
tance of information, some steps are being taken on
this issue and efforts are being made to find a solu-
tion to this problem. Although people are not aware
of this at first, the basis of encryption algorithms used
in the past or today is based on mathematics. For this
reason, encryption methods, which have actually been
developing as an extension of technology and science
from the beginning, have emerged as a new field to
meet research and people’s efforts. To give a more
specific example, in the Caesar cipher, one of the first
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If we look at the security of information and encryp-
tion methods, the security of information is based on
3 basic principles. These can be called confidential-
ity, integrity and availability. When looked at in more
detail, confidentiality can be said to be the secrecy of
information, that is, restricting the use of only autho-
rized persons in this area and the access of unautho-
rized persons. Integrity refers to the preservation of
the accuracy and completeness of information. En-
cryption methods can corrupt the formats of data and
damage the data that is intended to be protected, even
if people do not make changes to the data. There-
fore, the principle of integrity is very important in
this regard. Finally, accessibility ensures that autho-
rized users can access information when they need it.
When these principles and mathematical algorithms
come together, encryption methods that ensure the se-
curity of information emerge. Encrypted data can only
be decrypted and read by those who have the correct
key. These encryption methods not only belong to the
past but also contributed to the rise of modern encryp-
tion; they have also contributed to the emergence of
modern encryption methods used today. If we talk
about modern encryption methods, these methods are
divided into symmetric and asymmetric. Additionally,
hash functions and hybrid cryptosystems are also im-
portant parts of modern cryptography. To be more de-
tailed and explanatory:

1.1 Symmetric Encryption

It supports using the same key to encrypt data, mak-
ing it faster and more effective in large data sets. Ex-
amples of this method are AES (Advanced Encryption
Standard), DES (Data Encryption Standard), Blowfish
and Twofish. DES has now been replaced by AES due
to insufficient security and is widely used in online
banking, wireless networks, and government applica-
tions. Although it has advantages such as being fast,
requiring low processing power and being usable on
small-sized devices, it also has disadvantages such as
security breaches that may occur if this key is captured
because the same key is used for encryption [L1].

1.2 Asymmetric Encryption

It uses two keys, public key and private key, and
avoids the disadvantages of the symmetric encryption
method. However, it is slower than symmetric en-
cryption and more difficult to use on large data sets.
Examples of this method are RSA (Rivest-Shamir-
Adleman), ECC (Elliptic Curve Cryptography) and
Diffie-Hellman [2]].

The areas of use of modern encryption are quite nu-
merous and widespread, such as e-commerce, bank-
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ing, email security, VPN (virtual private networks)
and blockchain. As a result, this encryption method
takes the help of advanced algorithms to ensure the
security of data. While symmetric encryption is pre-
ferred for speed and performance, asymmetric encryp-
tion provides secure key exchange.

In this context, the main research question is
to what extent encryption techniques, which have
evolved from past to present, ensure information se-
curity, whether they meet today’s requirements, and
what innovations they may lead to in the future. Due
to the ever-increasing need for information security, it
has become essential to examine the advantages and
disadvantages of both classical and modern encryp-
tion methods, and to determine which method is more
suitable under specific circumstances.

The primary objective of this study is to investigate
the historical evolution of encryption methods, un-
cover the fundamental mathematical principles behind
them, and evaluate their impact on security. Addition-
ally, the study aims to conduct a comparative analysis
of symmetric and asymmetric encryption techniques
and provide a comprehensive perspective on their ar-
eas of application in the modern world. The research
questions have been formulated as follows:

* How have historical encryption techniques con-
tributed to modern encryption systems?

* In which scenarios are symmetric and asymmet-
ric encryption methods more advantageous?

* Which sectors in today’s world have a greater
need for encryption technologies?

e What are the strengths and weaknesses of en-
cryption methods in terms of security, perfor-
mance, and accessibility?

2 Literature Review

When we look at the historical development of en-
cryption, the first examples date back to the Egyptian,
Roman and Greek civilizations [2]]. Encryption meth-
ods can be categorized as follows.

2.1 Old Encryption Methods
2.1.1 The Caesar Code (58 BC)

Historically, it is considered the most famous old
encryption method. It is known as the Caesar shift
method and was used by Roman Emperor Julius Cae-
sar, and its logic is based on creating a password by
shifting each letter of the alphabet a certain number of
times. It was also used in the Middle Ages [3].
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* Working Logic: A key is determined for encryp-
tion and the letters are shifted by the determined
key value. For example, when the key value is
selected as 2, the word "EXAM?” is encrypted as
”GZCP”.

* Features: Since the encryption method is simple
and can be easily solved using frequency analy-
sis, it is limited in terms of security.

2.1.2 Atbash Encryption (500 BC)

It performs encryption based on the reverse alpha-
bet logic [4].

» Working Logic: Each letter is replaced with the
letter opposite it. For example, instead of "A’,
"7’ is used. Since the letter A’ is the first letter
of the alphabet and the letter *Z’ is the last letter
of the alphabet, they correspond to each other.
The same situation can be exemplified by using
the letter *Y’ instead of the letter ’B’. The word
"EXAM’ is encrypted as *"VCZN’.

* Features: Since it is an old method, it provides
weak security. The reason it was used in the past
was that it provided an easy solution.

2.1.3 Scytale Encryption (500 BC)

The method used by the ancient Greeks and Spar-
tans is using a cylindrical encryption device (scytale),
where the text on the tape is rolled up to a specified
thickness and the decryption is done once the cylinder
of the correct diameter is obtained [3]].

* Working Logic: The message to be hidden is
wrapped in a cylinder of a certain diameter and
after it is encrypted, it can be read in a certain
order.

* Features: Although it is a simple method, it is
an effective method because the encrypted mes-
sage can only be decrypted by people who have
a certain cylinder.

2.1.4 Cubed Encryption (Polybius Square)

This method, which comes from the ancient Greek
period, enables encryption by placing alphabet letters
in a 5x5 shape. Each letter is converted to a number
pair. There is no clear information about how it is
converted.

* Working Logic: A 5x5 square is created and let-
ters are placed in it. However, if we talk about
the English alphabet, there will be two letters in a
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square since there are 26 letters. When the word
"EXAM?” is given, each letter is represented by
the number in which it is in the order.

* Features: It is based on simple number and letter
matching, but this method can only be used on
handwriting and is weak in terms of reliability.

2.1.5 Sword Cipher (Transposition Cipher)

It is a method in which the order of the letters is
changed. It includes types such as block transposition
and column transposition.

* Working Principle: The letters in the message
content are replaced according to the specified
rule.

* Features: It performs the letter change process
without changing the content of the message. It
is usually solved by using a key.

2.2 The Middle Ages and the Renaissance

When we look at this period, encryption methods
were mostly used for military and diplomatic pur-
poses. The most important methods that stand out
here are the Vigenere cipher (16th century) and Fre-
quency analysis.

2.2.1 The Vigenere Cipher

It performs letter shifting similar to the Caesar ci-
pher method, but the difference is that it performs the
encryption process by using a different shift for each
letter in the alphabet. However, this method was in-
troduced to the modern encryption world in the 19th
century. It was developed based on polyalphabetic en-
cryption [6].

* Working Logic: A keyword is used and the let-
ters of the word or text to be encrypted are re-
placed with the letters of the keyword and a new
keyword emerges. If the number of letters of the
object to be encrypted is greater than the key-
word, the keyword is cycled through from the
beginning. Then, the indexes (indexes) of the let-
ters of the text or word to be encrypted and the
newly formed keyword are found in the dictio-
nary. These numbers are added to the sequence
number of the first letter of the word to be en-
crypted and the sequence number of the first let-
ter of the new keyword and the resulting num-
ber corresponds to the first character of the pass-
word in the alphabet. In this way, it goes to the
last character and when the process is finished,
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the encryption is completed. If the text to be en-
crypted is "EXAM” and the keyword is "KEY”,
the password of the input will emerge as a result
of the following steps.

Message: EXAM
Keyword: KEY
New Keyword: KEYK

The numerical equivalents of the letters in
the new keyword in the alphabet will be K =
10, E =4, Y = 24, respectively. The places
of the message letters in the dictionary will
be E=4, X =23, A=0, M = 12, respec-
tively.

— When the encryption process is started, first
the index number (24) of the first letter (E)
of the message and the index number (10)
of the first letter (K) of the new keyword are
added. The result will be 14 and the letter
in the 14th index in the alphabet is the let-
ter O’. This will continue until the last let-
ter and the password will be "OBUW?”. In
addition, if the total is more than the num-
ber of letters in the alphabet, it is divided by
the number of letters in the alphabet and its
mode is taken and according to the result,
the letter corresponding to the letter in the
alphabet is taken.

2.2.2 Pigpen Cipher

In this encryption method, a special shape or sym-
bol is used for each letter in the alphabet. It is also
known as the Masonic Cipher or Freemason Cipher,
from which it can be concluded that it was used espe-
cially by Masons [[7]].

* Working Logic: To decipher the password, find
the letter that the symbol represents. It basically
consists of two main parts, linear symbols that
replace the letters and circular symbols that con-
tain the letters.

* Features: Unless the symbols are known, it is dif-
ficult to decipher the code.

2.3 Present and Future
2.3.1 Advanced Encryption Standard (AES)

It is used in many areas, especially data security,
internet communication and database encryption. It
was accepted as an encryption standard by the United
States National Institute of Standards and Technology
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(NIST) in 2001. Data is encrypted in blocks and en-
cryption is performed by performing operations on the
blocks. Security depends on the complexity of the al-
gorithm and the key length []].

* Working Logic: In the initialization step, the key
is added to the 128, 192 or 256 bit data block [9].
This step is also called AddRoundKey. The sec-
ond step is the main rounds step. In this step, the
round process is applied according to the number
of bits. There are 10 rounds for a 128 bit key, 12
for a 192 bit key and finally 14 rounds for a 256
bit key. Basically, four operations are applied in
each round.

— SubBytes: A table called S-box (Substitu-
tion box) is used to encrypt each byte, and
the value from the table is used in place of
each byte.

— ShiftRows: There is no shifting in the first
row of the data block. Every nth row except
the first row is shifted by n-1 positions.

— Mix Columns: Each column is mixed lin-
early to distribute the data. It increases the
security of the password.

— AddRoundKey: At the end of each round,
a specific key is added to each block and
the keys used in the previous round are
changed in each round.

— Final Round: All operations except
the MixColumns operation are performed
again.

» Features: Since symmetric encryption is used,
the same key is used for encryption and decryp-
tion. Encryption is performed in block size. It
supports three different (128 - 192 - 256) ahtar
lengths. It is suitable for real-time data encryp-
tion.

2.3.2 Asymmetric Encryption

This method, which deals with mathematics as en-
cryption and decryption methods, uses a pair of keys.
The first of these is the public key. This key is used
for encryption and is called the public key because it
allows everyone to share it. The second key is called
the private key. This key, unlike the other, is stored
privately and is used to decrypt the encrypted mes-
sage. Thanks to these two keys, a more secure system
is formed due to the lack of key transfer between the
sender and the receiver. However, there are some dis-
advantages since the private key must be stored care-
fully [10]. Example asymmetric algorithms are as fol-
lows:
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¢ RSA (Rivest—-Shamir—Adleman): It is one of the
most widely used asymmetric encryption algo-
rithms. It works with large prime numbers and is
used for encryption, decryption and digital signa-
ture verification [9]]. Its security comes from the
basis of factoring the product of two large prime
numbers, and this difficulty makes it difficult to
break mathematically. However, it also has dis-
advantages such as being slower than other algo-
rithms and requiring more processing power for
large keys.

* ECC (Elliptic Curve Cryptography): It is an al-
gorithm built on mathematical structures called
elliptic curves. This algorithm, which provides
security with a small key size, is used for both en-
cryption and digital signatures. It proves to have
disadvantages as it is mathematically more com-
plex and is not supported in some older systems
because it is a new technology [10].

* DSA (Digital Signature Algorithm): It is an al-
gorithm specifically designed to create and verify
digital signatures. Its security increases because
it is based on the difficulty of solving the discrete
logarithm problem. Howebver, it is less flexible
than other algorithms and is not as common as
ECC and RSA, which are the precursors to some

problems.
Feature RSA ECC DSA
Key Size Big Small Middle
Speed Slow Fast Fast (For Signature)
Security F.  Factoring Elliptic Curves  Discrete Logarithm
Area of Use General Encryption Mobile and IoT  Digital Signatures
Table 1: Summary Comparison of RSA, ECC and
DSA

2.3.3 Quantum Cryptography

The reason why data is safe at the moment is that
it is very difficult for computers working with clas-
sical logic to break passwords based on multi-factor
equations. However, this is not a result that supports
that information will remain safe in the future. In
the changing and rapidly developing world, with the
idea and invention of quantum computers, although
large companies and states have made it easier, an-
other question that came with this idea has caused
contradictions in minds. People who have these com-
puters can, if they wish, break the encryption methods
used, without the need for millions of years, thanks
to quantum computers. Quantum cryptography, as a
solution to this problem, provides the reliability we
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need both today and in the future. If we go into it a
little more and look at the differences with other meth-
ods, the encryption methods currently used consist of
Os and 1s in classical computers and can be read by
decrypting with symmetric or asymmetric keys. Be-
cause in classical encryption, the basis of computers
is based on mathematics. Quantum cryptography, on
the other hand, changes this basis and uses the laws of
physics instead of mathematics [[11]. The cornerstone
of this encryption method is the principle that we can-
not know everything about a quantum particle with
complete accuracy in this area of the laws of physics
[[L1]. The key to the encrypted messages sent based on
the laws of physics is sent to the other party with the
help of photons, unlike classical encryption. These
sent photons follow a path known only to the sender
and receiver thanks to the filters they pass through.
Because it is not clear which ones are 1 and which
ones are 0 in the filters they pass through. If an out-
side eye wants to intervene in these photons, they will
not be able to guess the correct order because they use
their own filter and both parties will notice that there
is an external intervention [12]. Because this basis,
which is based on physics, affects the observer parti-
cles. Although it seems flawless and unbreakable, this
method will be doomed to develop over time with the
development of quantum computers and their becom-
ing problem-free.

3 Method

The study, which examined encryption methods
from the past to the future, was conducted with a
model based on literature review. In order to under-
stand the historical process and follow the develop-
ment, past sources were analyzed and the foundations
of current methods were explained and future poten-
tial developments were shed light. In this context, in
addition to the articles reviewed and researched, each
encryption method used and transferred from the past
to the present was organized and tested, and the data
was noted and used for comparisons. By putting these
data into the same tests, success criteria and their com-
parisons with each other were examined. In addition,
an explanatory and analytical approach was adopted
in the research process. In the experimental results
stage, information will be given about the encrypted
version of the text after the encryption process of most
encryption methods discussed in the literature review,
then the encryption time and decryption speed of these
methods, and finally, whether the attack was success-
ful or not with a simple brute force test, the attack
time and the number of attempts. Within the scope of
the study, encryption methods currently used and to
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be used in the future were discussed and studies were
carried out in a limited area. As a result of the re-
search conducted in this area, resource insufficiency
was noted and it was aimed to eliminate this problem.

4 Experimental Results

To show the performance of the methods among
themselves, ”Special Topics in Software Engineering”
was selected as a sample text and encrypted with each
encryption method. The passwords generated by the
methods are as follows (fig. 1)).

Sezar: Bdclolp Pxkhqgivoljiggh Reho Nrgxodu
Atbash: Bzarorn Nisvmwrhortmwy Lavo Pimfezi
Scytale: Yihsnzoramelden z nielu iMdg | ILilOKa
Kopid: ¥iMninO v aludidzkKl zmhigeeoa | esiinr
Vigenére: Ynzpeid Mhhigdzsyinbnue Bzle Kfnhlhk
Pigpen: 17(+(= =<"%{$( +(&({$% }?%+ J<+!:

AES:
b1 91iweaxs Tubfixbafweeixbdwe 1 ffoadixed il 3xdSud 3w din 1 bludfxec<ix i axBEuan
slewedxfexedQx02wlani 2w fxbfuBdxe 11 kb 1ixfalxcaVix 115}58"

RSA:

bxb6 " xbd\ne Tixb 30 b-webb i BdO weahi 1 9o bp0oeWWi D0 & 0 Sin w0 Stxd 021 1\dE 1
e BdulixafodS TinXic lelncSincaot 9 1B 5Y bcl Sxb 5 1 cldBvd w82 e 1 acfcY
<\x0b4 xabwixObldcuadCudixb v uafixaakoc e 1 @ TxechieixBduixefiood TP ood Jocibl
*Bcfca 103 nchndSualBixaindedTyunl 1ude\xebuaatoce 1we 1 Nasio 1 108 Tixb 1\xaduxfc
aBecfoctahiood 2w eBion 1 Blacalivadeioc coe s 1 bubBxbdxdBaxcd\xescBxdBovia 1 B Ix g
5=@"_welxaewcOwdsBubeixbbexciunadixd IndIVEa xcd xBfxa2rixa g 11\ 84 e d x5
belxeavnicddixe kbl xdduad xea juibxcaled xfeduidxde weBDixBdxasied dS0x0e hxf
cwfaxibxefnd2xbSyJxd9inQxaswcakce sBixdaixal wbEwcIuwd2 e\ xfcnd B\x B8 \xb5g\x
Tiafd e, S RO bidfxd S 2\ dal Mxdfxeefnisb 30 1201 = ba\xBb0s’

Figure 1: Sample Text Encryption

In [Table IIL an encryption was used for each
method and then these encryptions were decrypted
and their times were measured. In a table
is given for attacks performed using brute force. A
brute force attack is a type of attack that occurs when
all possibilities are systematically tried to decrypt en-
crypted data. In order to break the passwords, it tries
all the combinations required to find the key. The ba-
sic logic of this attack is as follows:

* Key Length and Character Set: If the length of
the key of the encrypted message and the charac-
ter set used are known, the attack can try every
possible combination by working on this charac-
ter set.

* Trial and Error: The aim is to try all the possibil-
ities one by one and find the correct key.

* Time Consumption: As the length of the key and

the character set vary and expand, the time it
takes for the attack to be successful increases.
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Method Encryption Time (s) Decryption Time (s)
Caesar Cipher 0.001 0.001
Vigenere 0.002 0.002
AES 0.005 0.006
RSA 0.150 0.020

Table 2: Encryption and Decryption Speeds

Method Attack Status Time
Caesar Cipher Successful <ls
Vigenere Successful <5s
AES Failed N/A
RSA Failed N/A

Table 3: Brute Force Attack Results

5 Findings

According to the results of the brute force attack
test, when[Table I1I|is taken as the most secure encryp-
tion methods, today’s and medieval encryption meth-
ods are at the forefront, while when is taken
as the reference in terms of encryption and decryption
speed, old and medieval encryption methods are at the
forefront. When all methods are compared in general,
the Vigenera encryption method stands out more than
the other methods on average. A suitable ground has
been prepared for future studies to add more encryp-
tion methods and to be able to do more tests on these
methods.

6 Discussion

This study shows how encryption methods cur-
rently perform on a basic brute force, in addition to
their performance in encrypting and decrypting the
available data. The shortcoming of the current study
is that not all encryption models were considered, and
a study was conducted on the most commonly used
methods at the time. In addition, only one brute force
test was applied. Encryption and password perfor-
mance measurements were made on only one word

group.

7 Conclusion

This study, which examines and analyzes the histor-
ical process of encryption methods, focuses on their
development in the process and their potential for the
future. In line with this result, it is shown that encryp-
tion techniques have continuously evolved from the
past to the present. Encryption methods, which have
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become more complex and powerful in line with in-
creasing data security requirements, range from clas-
sical encryption methods such as Caesar and Atbash
to modern techniques such as AES and RSA, which
are widely used today. The results obtained reveal
that although classical encryption methods are simple
and quickly applicable, they are insufficient against
modern attack techniques. In contrast, modern meth-
ods provide strong protection with their more secure
key structures and mathematical bases. However, it
is likely that this area will be abandoned in the near
future and that it will now be more complex and that
it will switch to the laws of physics. A situation that
will put the security of existing encryption algorithms
at risk, especially with the development of quantum
computers in this area, has emerged. As a result, it
is clear that encryption algorithms are in a constantly
evolving state and that more reliable, faster and more
efficient solutions will be needed in the future. In the
future, new generation technologies such as quantum
cryptography will play an important role in creating
stronger and more unbreakable systems compared to
classical methods. This article, which emerged as a re-
sult of the inadequacies and lack of work in this field,
was presented as a reference for future studies.

The rapid developments in quantum comput-
ing pose serious risks to existing encryption methods,
making traditional techniques less reliable in the near
future. According to Bernstein and Lange [13l], it’s
crucial that we start looking into new types of encryp-
tion that can withstand quantum attacks. Mosca [[14]]
emphasizes that we should already be preparing for
security issues that quantum computing could soon
cause, instead of waiting until problems arise. Sim-
ilarly, Pirandola et al. [12] introduce quantum cryp-
tography as a promising alternative—one that applies
principles from quantum physics to strengthen com-
munication security.
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